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ractice areas
•	 Technology,	media	and	telecommunications
•	 Intellectual	property

•	 Contracts
•	 Tax	and	business	restructuring
•	 Corporate	law,	mergers	and	acquisitions	(M&A)
•	 Banking	and	finance
•	 Agribusiness

Education
•	 Graduate	course	in	Tax	Law,	University	of	North	Dakota	(1975)
•	 Graduate	course,	Institute	of	World	Affairs,	Connecticut	(1973)
•	 Bachelor	of	Laws,	University	of	São	Paulo	(1972)

aul	 brings	 years	 of	 experience	 to	 bear	 handling	 complex	 litigation	
matters	 in	 highly	 regulated	 industries.	 He	 provides	 clients	 with	
strategies	to	prevent,	address,	and	resolve	disputes	in	areas	including	

privacy	 and	 data	 security,	 health	 care,	 and	 construction	 claims	 and	 design	 professional	
defense.

As	chair	of	the	Firm’s	Privacy	and	Data	Security	practice	group,	Paul	counsels	clients	of	all	
sizes	in	a	wide	range	of	industries	concerning	all	aspects	of	pre-breach	preparation	and	risk	
management,	including	security	and	vulnerability	assessments,	policy	and	procedure	review,	
breach	response	planning	and	drills,	as	well	as	board	and	management	education	on	cyber	
risk	issues.	After	the	breach,	Paul,	his	team,	and	the	team’s	professional	consultants	provide	a	
full	array	of	breach	coach	and	response	services,	including	breach	response	and	remediation,	
crisis	management	and	communication,	internal	and	governmental	investigations,	breach	
notification,	and	potential	litigation	or	regulatory	action.

ucy	Pegler	is	an	associate	with	Burges	Salmon	LLP.	She	is	a	member	
of	the	firm’s	technology	team	and	advises	clients	from	a	wide	range	of	
industries	on	commercial,	transactional	and	regulatory	technology,	

outsourcing,	data	protection	and	cyber	security	matters.	

r.	 Jochen	 Lehmann	 is	 a	 Partner	 of	 GÖRG	 Partnerschaft	 von	
Rechtsanwälten	mbB.

Dr.	Lehmann	specialises	in	IT-matters	with	a	particular	focus	on	data	protection	and	data	
security	matters.	He	is	a	member	of	the	IT-group	of	the	firm	that	is	lead	by	4	partners	including	
himself	and	he	is	also	a	member	of	the	internal	IT	advisory	board.
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rpád	Geréd	is	an	international	IT-lawyer	based	in	Vienna.

Over	the	last	10	years,	Árpád	has	specialized	in	consultation	in	and	
negotiating	of	technology-related	deals,	with	a	strong	focus	on	Cloud	Computing	and	Cyber	
Security.

In	2014,	Árpád	has	been	elected	Vice-President	Technology	of	the	Commission	for	Intellectual	
Property,	 Technology,	Media	 and	 Telecommunications	 (IP/TMT)	 of	 the	 AIJA,	 the	most	
important	 international	association	devoted	 to	 lawyers	and	 inhouse	counsel	aged	45	and	
under.

Is	most	recent	award	includes	being	elected	“Lawyer	of	the	Year	2014	–	Cyber	Security”	for	
Austria	by	Corporate	LiveWire	as	well	as	“Austria	-	Information	Technology	Lawyer	of	the	
Year”	by	ACQ5.

	head	Lewis	Silkin’s	Data	and	Privacy	Legal	Practice	Group.	Prior	to	
qualifying	as	a	solicitor	I	worked	in	industry	as	an	electronic	engineer.	
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advising	on	the	privacy	aspects	of	marketing	and	advertising.	This	includes	advising	on	data	
profiling	and	analytics	and	online	behavioural	advertising.	My	general	data	protection	practice	
encompasses	advice	on	complex	intra	company	and	overseas	transfers,	the	appointment	of	
data	processors,	dealing	with	data	breaches,	negotiating	with	data	protection	authorities	and	
developing	strategies	for	the	commercial	exploitation	of	data.
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1. Who are the main regulators and 
what are the key legislations that ap-
ply to the cybersecurity in your juris-
diction?

Barretto: Cybersecurity is under the 
responsibility of two main authorities: 
the Presidential Office for Institutional 
Security (“GSI-PR”) and the Brazilian 
Army’s Center for Cyber-defense (“CD-
Ciber”) linked to the Ministry of De-
fense. 

As regards the control and monitoring 
of indicators related to security inci-
dents, two specific authorities are re-
sponsible for cataloguing information 
related to security incidents, analyse 
them and do the handling required: 
Computer Security and Incident Re-
sponse Team (“CTIR.gov”), and the Na-
tional Computer Emergency Response 
Team (“CERT.br”). 

It bears to mention the Brazilian Public 
Key Infrastructure (“ICP-Brasil”). ICP-
Brasil works as a hierarchy chain of au-
thorities that provide regulation, direc-
tives and issuance of digital certificates 
used to authenticate digital signatures. 

There are very few norms regarding IT 
security regulation. 

From the national security perspec-
tive, the National Cyber-Defence Policy 
establishes principles, objectives and 
guidelines that guide the activity of the 
Ministry of Defence in cyber-defence. In 
addition, Normative Instruction GSI-PR 
01/2008 disciplines the Management 
of Information and Communications 
Security in the Federal Public Adminis-
tration, and Complementary Rule GSI-
PR 09/2013 establishes requirements 
for the use of cryptography for infor-
mation security by the Federal Public 
Administration authorities.

From the private law perspective, there 
are general constitutional principles, as 
well as laws and regulations that aim to 
protect data privacy, mainly regarding 
communications and consumer pro-
tection areas.

The Federal Constitution establishes 
confidentiality principles in communi-
cations, especially regarding data and 
voice communication secrecy. This 
means that no one, save if in posses-
sion of a judicial order for purposes of 

criminal investigation or criminal pro-
cedure discovery, may violate the pri-
vacy of others’ communications. Par-
allel to this constitutional principle, 
there is a guarantee of inviolability of 
people’s privacy, private life, honour, 
and reputation, which ensures one’s 
right to compensation of pecuniary 
damage, pain and suffering resulting 
from violation thereof.

Law 9.296/96 regulates the aforemen-
tioned rights. It classifies as felony the 
interception of telephone communica-
tions, information technology, or tele-
matics without judicial authorisation 
or for purposes not provided for in the 
law. In addition, it does not allow inter-
cepting communications where there 
is no reasonable evidence of perpetra-
tion of, or participation in a criminal 
offence. In this case, proof can be ob-
tained through other available means, 
or, when an investigated fact consti-
tutes a criminal offence, it is punished 
with confinement, at the most. In the 
same way, Law 12.527/11 establishes 
procedures to access information.

The Civil Code also sets forth protection 
against privacy violation, just as the 
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Consumer Protection Code protects 
the inviolability of consumers’ privacy. 
Law 12.737/12 adds cybercrime arti-
cles to the Penal Code.
Specifically with regard to the telecom-
munications sector, Law 9.472/97 and 
the related regulations govern the re-
lationship between users and telecom-
munications service providers, includ-
ing the parties’ rights and obligations. 

Law 12.965/14, known as the Civil 
Rights Framework for the internet (or 
Marco Civil da Internet), establishes 
rules concerning the protection of per-
sonal data on the internet, such as con-
nection records and applications access 
information, which may not be com-
municated to third parties without an 
individual’s free, express and informed 
consent. The content of private com-
munications may only be made avail-
able by a court order in the cases and 
as established by law.

Pegler: The key legislation relating to 
cybersecurity is a composite of nation-
al law and EU Directives which typical-
ly impose security obligations on busi-
nesses, e.g. security of data and secu-
rity of networks. 

Cybersecurity Roundtable 2016 discusses the latest trends and regulatory changes around the world, including significant changes to data protection compliance obligations 
for EU Member States and new rules in four US States relating to personal information and identity protection services. Our six experts highlight which industries they feel 
are most at risk from cybercrime. We also discover which country is using cyber deterrence as an important part of its government’s defence strategy. Featured countries are: 
United Kingdom, Germany, Austria, Brazil, and United States.
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prehensive scheme to regulate all in-
dustries with sensitive data. 

Into that breach is where the Federal 
Trade Commission (FTC) has stepped, 
at least in relation to consumers and 
employees. The FTC generally has au-
thority, under the FTC Act, to investi-
gate and enforce against unfair and 
deceptive business practices. The FTC 
has construed this mandate to include 
cybersecurity issues. According to the 
FTC, if a business makes cybersecurity 
promises it doesn’t keep, or otherwise 
fails to live up to the reasonable priva-
cy and cybersecurity expectations of its 
customers and employees, that busi-
ness may run afoul of the FTC Act. The 
FTC has no cybersecurity regulations in 
this regard, so its standard of “reason-
ableness” under the circumstances is a 
moving one.

On the state level, currently 47 states 
have data breach notification laws, 
some of which include substantive cy-
bersecurity requirements. The kind 
of data at issue and the threshold for 
breach notification differs from state to 
state, however, and the content of the 
notification is not standard. Adding to 
this complexity, some states limit the 
reach of their data breach notification 
laws to entities doing business within 
the state, while others purport to reg-

Relevant legislation includes the: 
•	 Communications Act 2003, which 
applies to public electronic communi-
cations network (PECN) providers and 
public electronic communications ser-
vices (PECS) providers and imposes 
obligations on these providers to take 
technical and organisational measures 
appropriate to manage the security 
risks to such networks and services;
•	 Privacy and Electronic Communi-
cations (EC Directive) Regulations 2003, 
which applies to PECS and requires 
PECS providers to take appropriate 
technical and organisational measures 
to safeguard the security of its services 
in relation to personal data;
•	 Data Protection Act 1998, which 
applies to any business collecting or 
processing personal data (being data 
from which a living individual is iden-
tified or identifiable) and imposes a 
broad set of obligations on such busi-
nesses including taking appropriate 
technical and organisational measures 
to ensure the security of personal data; 
•	 Computer Misuse Act 1990, which 
creates cybercrime offences; and
•	 Official Secrets Act 1989, which 
creates various offences and applies to 
servants of the Crown and government 
contractors.

Ofcom, the communications regula-
tor in the UK, is responsible for the 

enforcement of breaches of the Com-
munications Act 2003 by providers 
of PECNs and PECSs. The Information 
Commissioner’s Office is the office re-
sponsible for the enforcement of the 
both the Privacy and Electronic Com-
munications (EC Directive) Regulations 
2003 and the Data Protection Act 1998. 
It is also worth noting that the Finan-
cial Conduct Authority is responsible 
for enforcing breaches of regulations 
applicable to financial services indus-
tries.

Lehmann: There are two main players 
under German law: The Federal Office 
for Security of Information Technol-
ogy (BSI) and the 17 regulators (one 
for the whole of Germany and one for 
each German state). The BSI constant-
ly monitors the IT security and issues 
warnings about threats, guidelines on 
protection against any form of attack 
or any other involuntary loss of data. 
The office has recently got more re-
sponsibilities and competencies in the 
context of the protection of critical in-
frastructures (see response to question 
2, below). The regulators have to de-
fine what technical and organisational 
measures are necessary to guard per-
sonal data sufficiently.

Greene: “Patchwork” is a word that is 
often used in relation to cybersecurity 

regulation in the United States, but it is 
fitting. Cybersecurity here is regulated 
by type of data, industry, geography, as 
well as by the effect of cybersecurity 
practices on interstate commerce.

Starting at the federal level, the three 
principal laws (and underlying regula-
tions) expressly addressing data priva-
cy and its corollary, cybersecurity, are 
the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA), 
the Gramm-Leach-Bliley Act of 1999, 
and the Federal Information Securi-
ty Management Act of 2002 (FISMA). 
Under HIPAA, the Secretary of Health 
and Human Services has established 
security standards for the protection 
of individuals’ protected health infor-
mation, whether in the hands of cov-
ered healthcare entities or their busi-
ness associates. The Gramm-Leach-Bli-
ley Act of 1999 and its accompanying 
agency guidelines provide regulation 
for financial institutions to protect the 
security and confidentiality of custom-
ers’ non-public personal information. 
FISMA created a cybersecurity frame-
work for all federal agencies, which 
focuses on risk management, and the 
FISMA standards are now being ap-
plied, in part, via executive order and 
government appropriation regulations, 
to government contractors. None of 
these laws, however, provides a com-
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tion of Technical Standards (ABNT), 
which establishes guidelines to im-
prove the cybersecurity environment, 
tracing the typical aspects of this activ-
ity and its ramifications in other areas 
of security, in particular: information 
security; network security; internet se-
curity; and critical infrastructure pro-
tection (CIIP). Such rule can be adopt-
ed by companies which provide service 
on digital environment.

Pegler: The new General Data Protec-
tion Regulation (GDPR) was published 
in the Official Journal of the European 
Union on 4 May 2016, signalling the 
end of four years’ work reforming and 
harmonising the EU’s data protection 
framework. The GDPR will take ef-
fect from 25 May 2018 meaning that 
businesses have two years to get their 
houses in order. 

In the context of cybersecurity this is 
an important development. Much of 
the regulation in respect of cybersecu-
rity derives from obligations to protect 
the security of data. Whilst the obli-
gations in respect of security of data 
are not drastically changing, the GDPR 
does impose mandatory notifications 
for breaches of personal data (unless 
the breach is unlikely to pose a risk to 
individuals’ rights) and the headline-
grabbing sanction regime is helping to 

ulate entities wherever they may hold 
the personally identifiable information 
of a resident of that state. 

Morrissey: In addition to the Informa-
tion Commissioner’s Office (the “ICO”), 
which is the general regulator of cyber-
security in relation to personal data, 
the UK regulators responsible for cy-
bersecurity in regulated sectors or in-
dustries such as the Financial Conduct 
Authority (the “FCA”) for the financial 
industry and the Solicitors Regulation 
Authority (the “SRA”) for Solicitors also 
have responsibility for regulating cy-
bersecurity issues. All three regulators 
have enforcement powers to impose 
fines independently of each other. 

Currently the key legislation for cyber-
security in relation to personal data is 
the Data Protection Act 1998. In addi-
tion to the Data Protection Act the fol-
lowing legislation also contain provi-
sions that are relevant to cybersecurity 
including:
•	 Computer Misuse Act 1990
•	 Privacy and Electronic Commu-
nications (EC Directive) Regulations 
2003; and
•	 Communications Act 2003

Gered: Austria’s first and thus far only 
legal provision on cybersecurity is Arti-
cle 14 of the Data Protection Act. In this 

provision, data processors are obliged 
to implement and uphold effective cy-
bersecurity measures. 

Therefore, the only regulator for cyber-
security is the Austrian Data Protec-
tion Authority (Datenschutzbehörde), 
a governmental supervisory authority. 
However due to its nature, the Data 
Protection Authority cannot be called 
upon in case of any cyber incident. 
Rather, it can only intervene if personal 
data is concerned. In Austria such data 
is not restricted to natural persons but 
also includes data, by which a compa-
ny or other legal entity can be identi-
fied. Apart from that, Austrian law only 
penalises certain acts of cyber-crime, 
such as the damaging of data and the 
abuse of automated data processing. 
Companies who do not protect their 
systems properly are liable to tort or 
other claims if found at fault.

While not a regulatory body, the fac-
tually most important authority for cy-
bersecurity matters is the Computer 
Emergency Response Team Austria, 
short CERT. Originally created and still 
sponsored by nic.at, the Austrian do-
main registry, it collects data on cy-
bersecurity incidents, coordinates re-
sponses to such treats and provides 
advice to companies in cybersecurity 
matters. Reports to the CERT are how-

ever not mandatory and can also be 
made anonymously. Furthermore the 
CERT does not have any authority to 
fine companies for neglecting to take 
appropriate cybersecurity measures.

2. Have there been any recent regu-
latory changes or interesting develop-
ments?

Barretto: In May 2016, Decree 8,771 
was enacted aiming at regulating some 
points of Law 12.965/14. It sets forth 
that connection providers and applica-
tions providers must observe several 
guidelines of security standards on the 
safeguard, storage and processing of 
personal data and private communica-
tions, such as the use of cryptography 
and dual authentication systems to en-
sure individualisation of the records 
controller.

In addition, there is a bill under discus-
sion in the Brazilian Congress, which 
provides for broad personal data pro-
tection regulation, including collection, 
storage, register, surveillance, process-
ing, and disclosure of users’ personal 
data. Such draft law is intended to meet 
the OECD guidelines and the European 
Union’s data protection standards.

It bears to mention Rule ISO/IEC 
27032/2015 of the Brazilian Associa-
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year of free identity protection servic-
es. It is currently the only state to do so, 
although California does require that 
if such services are offered to affected 
individuals, those individuals must re-
ceive the services for at least one year 
and at no cost. 

Morrissey: One key change is the re-
cent passing of the EU General Data 
Protection Regulation which is due 
to be implemented in May 2018. The 
GDPR contains several regulatory de-
velopments that touch upon cyberse-
curity. For the first time data processors 
will have direct compliance obligations 
to comply with certain aspects of the 
GDPR, particularly in the area of data 
security and data breach reporting to 
their data controller client. In addition 
all data controllers will now be sub-
ject to data breach reporting obliga-
tions and they will also be required to 
implement appropriate technical and 
organisational measures to ensure the 
security of personal data by design and 
by default. 

In addition, Europe is proposing the 
Network and Information Security Di-
rective which is expected to be adopt-
ed during 2016 after which member 
states will be required to implement 
the Directive into local law. The Direc-
tive is designed to impose security ob-

push cybersecurity to the top of board 
agendas. Under the GDPR, enforce-
ment powers will be significantly in-
creased and this includes fines of up to 
4% of a company’s annual global turno-
ver for the most serious infringements. 

In May this year the European Council 
adopted the Network and Information 
Security (NIS) Directive. The NIS Direc-
tive is designed to:
•	 improve Member States’ national 
cybersecurity capabilities;
•	 improve co-operation between 
Member States, and between the pub-
lic and private sectors; and
•	 ensure “operators of essential ser-
vices” in critical sectors (such as ener-
gy, transport, banking and health) and 
“digital service providers” (such as pro-
viders of online marketplaces, search 
engines and cloud services) adopt risk 
management practices and report ma-
jor cyber incidents to the national au-
thorities. It is worth noting that Mem-
ber States will be responsible for identi-
fying “operators of essential services”.

Member States will be required to adopt 
a national NIS strategy and establish a 
NIS authority which can prevent, han-
dle and respond to cyber threats and 
incidents. The next step is for the NIS 
to be approved by the European Par-
liament and it is expected to enter into 

force in August 2016. Member States 
will then be given 21 months to adopt 
national law implementing the NIS Di-
rective. 

Lehmann: Yes, Germany introduced 
new rules on the protection of critical 
infrastructures last year. According to 
these new rules, the BSI has to moni-
tor operators of such infrastructures 
and warn them about threats. At the 
same time, the BSI shall not only moni-
tor IT-security but also offer guidance 
by issuing warnings, offering help and 
publishing security standards that then 
become mandatory. Also, the BSI is the 
government authority that has to be 
informed if a major attack from the in-
ternet has been launched. In order to 
fulfil its duties the BSI has far-reaching 
powers such as mounting an audit, issu-
ing a binding order or imposing a fine. 
However, we still do not know what a 
critical infrastructure is because that 
will be fixed by an ordinance that has 
not been published yet. 

Greene: On 18 December 2015, the 
Cybersecurity Information Sharing Act 
of 2015 (CISA) was introduced. The 
United States Attorney General and 
the Secretary of Homeland Security 
were tasked with creating CISA policies 
and procedures according to the Act’s 
provisions. For example, CISA gives the 

federal government the authority to 
share unclassified information regard-
ing how networks have been attacked 
and how those attacks are handled 
with federal agencies, businesses, and 
the public. Likewise, it enables busi-
nesses to share cybersecurity informa-
tion with federal agencies. Among oth-
er things, it also requires the govern-
ment to publish cybersecurity “best 
practices” geared specifically toward 
small businesses. Although non-bind-
ing, these “best practices” may create 
some uniformity as to what cyberse-
curity efforts are considered “reason-
able,” at least for small businesses.

States have also been reacting to 
changes in the cyber threat landscape, 
and certain states have introduced 
changes to their existing data breach 
notification laws. For example, Nebras-
ka and Illinois have recently included 
username and email, in combination 
with a password or security question 
and answer, as elements of “personal 
information” that, if implicated in a 
breach, would trigger notification to 
affected individuals. Illinois has also in-
cluded medical information provided 
to a website or mobile application as 
part of its definition of protected “per-
sonal information.” Last year, Connect-
icut required that a breached entity 
provide affected individuals with one 
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collaboration is key, as are ongoing ef-
forts to identify and de-incentivise cy-
ber threats at the source. As long as 
data remains valuable and easily sto-
len, however, the profit incentive driv-
ing most hackers will remain strong. 
And our ever-increasing reliance on 
data will ensure that hacking remains 
a dangerous weapon in the arsenals of 
nation states for years to come.

4. Are there any compliance issues 
or potential pitfalls that firms need to 
be cautious about?

Barretto: Brazilian laws do not require 
security measures to be used by pri-
vate organisations. Instead, they are 
supposed to create their own security 
policy to protect their own data and 
consumers’ data. There are some key 
security measures to be minimally em-
ployed by companies, such as creating 
strong passwords and changing them 
at regular intervals, using powerful 
firewalls, relying on antivirus protec-
tion, and educating employees both 
on safe online habits and proactive de-
fence, among others. Also, an increas-
ing number of companies specialised 
in IT-security have been entering the 
market to match an ever-growing num-
ber companies looking for those ser-
vices. Such IT companies offer all kinds 
of security services, from Management 

ligations on the providers of essential 
services (such as energy, the health 
sector and transport) and digital ser-
vice providers (such as providers of 
cloud computing and search engines). 

Gered: In the wake of the EU Network 
and Security Directive as well as the 
German IT-Security Act, Austria is also 
working on a new Cybersecurity law. 
Even though the efforts started at the 
end of 2014, and cybersecurity exer-
cises were held to provide the lawmak-
ers with more practical data, as yet not 
much is known about the content of 
this act. However it can be assumed 
that similarly to the Directive and the 
German Act it will introduce a na-
tional supervisory body, a mandatory 
risk management system, mandatory 
breach notifications and fines for non-
compliance.

As the European Commission and 
the European Parliament have in the 
meantime reached an agreement on 
the content and scope of the Directive, 
the further development of the Aus-
trian Cybersecurity Act has been ques-
tioned. While the Austrian government 
maintains the position that the new 
law will be finished and later adapted 
to the Directive, it is much more likely 
that the act will instead simply trans-
pose the Directive into Austrian law.

3. Can you outline the role of geo-
politics and the emergence of cyber 
deterrence?

Pegler: In a recent speech given by 
the UK Chancellor, George Osborne, 
at GCHQ, cyber deterrence was noted 
as becoming an increasingly important 
part of governments’ defence strate-
gies. Western nations see it as a vehicle 
with which they can robustly respond 
to threats posed by terrorists and/or 
rogue states. The concept of cyber de-
terrence has therefore evolved from 
its earlier, defence-orientated incarna-
tion, into a simple approach to neu-
tralising the risk of breaches of critical 
state-run systems occurring. Estab-
lished powers are being forced to be 
increasingly proactive in engaging with 
and policing the so-called “dark web”, 
and to using all technological tools 
available to them to safeguard nation-
al security against some very 21st Cen-
tury threats. 

Lehmann: Politics seems to play a ma-
jor role in the increasing threat of at-
tacks from the internet. On the one 
hand, there are countries that purport-
edly support and even hire hackers to 
attack IT-systems in countries that are 
or could one day be enemies. The goals 
of these attacks could be manifold: 
Hurting the other’s infrastructure, ex-

tortion or espionage. This is not limited 
to the usual suspects such as China or 
Russia; countries of the Western world 
also mount such attacks, the most fa-
mous example being the Stuxnet-pro-
gramme that destroyed essential parts 
of an Iranian nuclear factory and that 
was allegedly created by Israel or the 
US. Even in Germany, our Federal Min-
ister for Defence recently announced 
the establishment of a task force for 
internet security. On the other hand, 
terrorism is one of the major threats 
to our way of live and our security so 
that governments will strive to gain 
ever more control over the data traffic 
and in the end we will see some kind 
of internet police that roams the inter-
net aided by artificial intelligence.

Greene: Data, of course, knows no 
boundaries. Neither do hackers. Hence, 
any approach to cybersecurity that is 
localised within a country’s bounda-
ries will be ineffective. For example, 
a key protection mechanism within a 
network can be geoblocking of IP ad-
dresses from known threat-rich areas.

On a geopolitical level, legislation such 
as the recently enacted Cybersecurity 
Information Sharing Act of 2015 (CISA) 
can allow for more internal collabora-
tion to address external threats. From 
an external perspective, international 
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5. What is the role of government 
when it comes to protecting the pri-
vacy and safety of citizens?

Barretto: Firstly, the government has 
the role of developing a robust legisla-
tion on the protection of data privacy, 
establishing safeguard standards and 
requirements for data processors. As 
already mentioned, there is an impor-
tant draft law for personal data protec-
tion and privacy in progress in the Bra-
zilian Congress, which is intended to 
meet the OECD guidelines and the Eu-
ropean Union’s data protection stand-
ards.

In addition, the government must de-
velop a public policy on cybersecurity 
so as to establish guidelines, strategies, 
plans and actions in co-operation with 
public and private organisations, aim-
ing at creating a cybersecurity culture. 
The main purpose of a Brazilian nation-
al policy of cybersecurity shall be com-
pliance with the OECD Recommenda-
tion on Digital Security Risk Manage-
ment for Economic and Social Prosper-
ity, which will lead to a new generation 
of national strategies on the manage-
ment of digital security risk aimed to 
optimise the economic and social ben-
efits expected from digital openness. 

Brazil still does not have a public policy 

Security Services, to combinations of 
IT Security services, to the new cloud 
sourcing service.

In addition, it is recommended that 
companies shall have an internal regu-
lation on the use of ICTs by its employ-
ees, with the purpose to discipline the 
use of ICT resources, guide for mini-
mising risks of gaps in ICT resources, 
and regulate liability arising from use 
thereof. Employees must be made 
aware that their activities in digital en-
vironment will be monitored by the 
employer. Company’s documents are 
confidential and protected by intel-
lectual property law, and any damages 
caused by the improper use are sub-
ject to civil liability. 

Pegler: In addition to the well-docu-
mented reputational damage associat-
ed with cybersecurity threats (and any 
sanctions imposed by sector-specific 
regulators), companies need to be fo-
cused on the data protection compli-
ance responsibilities that they hold. The 
sanctions available to data protection 
regulators are becoming increasingly 
severe and consumers are develop-
ing a sophisticated awareness of their 
privacy rights. These trends mean that 
the financial, operational and regula-
tory consequences of getting it wrong 
are more serious than ever.

Firms which were not previously caught 
by the Data Protection Act 1998 will 
now need to reassess whether they are 
caught by the GDPR, which will catch 
data controllers and processors out-
side of the EU whose processing activi-
ties relate to the offering of goods or 
services to, or monitoring the behav-
iour of, EU data subjects. 

Lehmann: If a company runs a busi-
ness that would be regarded as critical 
infrastructure it must familiarise itself 
with the new rules on IT-security. The 
BSI will set new standards for IT-secu-
rity, in which the company will have 
to have its IT audited by an independ-
ent auditor every two years and it will 
have to notify attacks on its IT whether 
these were successful or not. Howev-
er, companies not regarded as critical 
infrastructure will have to put more 
emphasis on protection against at-
tacks via the internet as well. In recent 
times, not only have several leakages 
of personal data caused a sensation 
but also the first attacks on physical in-
frastructure that caused considerable 
damages. In one case, attackers from 
outside caused a malfunction in a steel 
factory that lead to an emergency stop 
and rendered parts of the factory un-
usable.

Greene: Companies that maintain or 

license personal information, includ-
ing, for example, names, addresses, 
social security numbers, and credit 
card and financial account numbers, 
must remain vigilant about threats to 
their systems. In this regard, there are 
a plethora of technical tools and devic-
es that can help increase and maintain 
a network’s security. The human ele-
ment, however, will remain the most 
vulnerable point of attack.

Hence, capital expenditure on secu-
rity hardware alone does not ensure 
compliance. Employee training and 
fostering a culture of security from the 
ground up also play key roles when a 
company assesses its cybersecurity du-
ties under relevant US law.

Gered: Apart from the Data Protection 
Act, special sector specific rules exist 
e.g. for banks or insurances. However 
those rules do not apply to companies 
in general. Therefore the potential is-
sues and pitfalls are therefore sectoral 
and can vary widely. 

The biggest, and at the same time most 
general issue, is the lack of any techni-
cal minimum standard, sectoral or oth-
erwise, which would enable companies 
to easily ascertain that their measures 
are sufficient and compliant.
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At least the latter aspect is mitigated 
by the fact, that any breach of law by 
a business is also considered an act of 
unfair competition, giving competitors 
legal grounds for a claim and business-
es (another) legal and factual reason 
for compliance.

The Network and Information Security 
Directive requires member states to 
set up an effective supervisory author-
ity for cybersecurity incidents. Judging 
by the plans the government has an-
nounced in the context of the planned 
Cybersecurity Act, this authority will be 
neither the Data protection Authority, 
nor the CERT but rather a new, yet to 
be created, institution. It remains to be 
seen, whether it will receive the neces-
sary funds and personal.

6. Have you witnessed any particu-
lar trends in cyber threats?

Pegler: There is no doubt that cyberse-
curity attacks are becoming increasing-
ly sophisticated in scale and complexity 
– as demonstrated by the large-scale 
distributed denial of service (DDoS) 
attack launched against TalkTalk last 
year. Whilst awareness of the dangers 
posed by such attacks is certainly in-
creasing, the efforts that companies 
are required to undergo to minimise 
the risk of suffering a breach (as far as 

on cybersecurity. On the other hand, 
in 2012 a cybercrime law (Law 12,737) 
was enacted in order to establish a pen-
alty of three months’ to one year’s de-
tention and a fine to those who break 
into a third-party computer device to 
obtain or destroy data or information 
without the express or implied consent 
of the corresponding owner. 

More recently, the Ministry of Defence 
launched Brazil’s Cyber-Defence Policy, 
a document containing the principles, 
objectives, and guidelines relating to 
activity in cyberdefence in the coming 
years. 

In theory, the Federal Police is responsi-
ble for addressing common criminality 
(including investigation), and the army 
is supposed to be prepared for cyber-
warfare (including defending national 
cyberspace from cyberwar and cyber-
terrorism and formulate offensive ac-
tions when necessary). 

Lehmann: Firstly, the government 
should introduce new laws or adapt the 
old ones if it becomes apparent that 
certain attacks or frauds become too 
widely spread to ignore. Sometimes, if 
tools are prohibited such abuse prac-
tically ceases to exist, an example be-
ing the prohibition of diallers (small 
programs that generated a costly tel-

ephone connection without the user 
becoming aware of it) a few years ago. 
Secondly, the government has to urge 
the industry to maintain an adequate 
level of security in order to keep it 
working and to prevent attacks from 
spreading. Thirdly, the government has 
to have an official agency whose objec-
tive is to set standards for security and 
alert the public to possible threats, 
such as the BSI in Germany. Finally, any 
government should brace itself and its 
country for attacks in the framework of 
what is called cyberwarfare. It is cru-
cial that any country prepares itself 
for cyberattacks on the same level as 
it keeps an army to defend itself in a 
conventional war.

Greene: Governments are uniquely 
situated to set standards of behaviour, 
especially where market or cultural 
forces have not been able to do so. 
Although the approach in the United 
States has been a patchwork of vari-
ous legislative and administrative bod-
ies, each setting or incentivising cyber-
security standards within their limited 
areas of jurisdiction, government has 
been the only body capable of setting 
any generally acceptable standards. 
Private standards, such as the Payment 
Card Industry Data Security Standard 
(PCI DSS) have met with success, but 
they have not found general applica-

bility outside of their specific areas of 
influence. Accordingly, at least in the 
United States, all signs point to con-
tinued and, indeed, increased govern-
ment involvement in setting cyberse-
curity standards.

Gered: The government plays a major 
role in the protection of their citizens’ 
privacy. Apart from passing appropri-
ate laws and setting the general legal 
environment for effective data protec-
tion, the Austrian government is also 
responsible for the Austrian Data Pro-
tection Authority. The Data Protection 
Authority is not merely one, but the 
only governmental supervisory author-
ity. Furthermore, as Austrian Law does 
neither require companies to appoint 
a Data Protection Officer, nor imbue 
them with any special legal responsi-
bilities or powers, the Data Protection 
Authority is the sole institution respon-
sible for the protection of the citizens’ 
data privacy. 

Unfortunately the Austrian Data Pro-
tection Authority is regarded as signifi-
cantly understaffed and therefore in-
efficient. As a result, obtaining neces-
sary permits can become a drawn out, 
tedious affair while at the same time 
notices on data privacy violations are 
sometimes not pursued with the ef-
ficiency and vigour one might expect. 
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opening a door through which hackers 
can enter. While entry alone does not 
mean that the criminals have already 
obtained their goal, it does constitute 
an important first step from which oth-
ers can be taken, sometimes once again 
with the aid of social engineering. 

Such a slow, methodical approach 
takes a lot of time but offers the ben-
efit of the intrusion being much harder 
to detect than if it had occurred by a 
break in.

7. Which industries are at highest 
risk for threats to their cybersecurity?

Barretto: Banks are subject to the high-
est risk for threats to their cybersecu-
rity. The Kaspersky Lab Report reveals 
that Brazil ranks second worldwide in 
online banking fraud and financial mal-
ware, and according to CERT.br – the 
Brazilian National Computer Emer-
gency Response Team – the number of 
cyberattacks within the country grew 
by 197% in 2014, and online banking 
fraud spiked by 40% this past year.

The risk of threats also affects e-com-
merce business inasmuch as the num-
ber of users is increasing day after day 
and, as a consequence, fraudulent 
websites are increasing as well. Accord-
ing to the ICT Households 2014 Report 

is possible) are becoming more and 
more onerous. Given the highly signifi-
cant reputational, consumer trust and 
regulatory issues at play, companies 
cannot, unfortunately, afford to see 
the consequences of such attacks sim-
ply as a cost of doing business.

Lehmann: There are two main trends: 
On the one hand the sheer number of 
attacks is ever increasing. Every year, 
the BSI publishes its annual cyberse-
curity report and every year the num-
ber of attacks notified to the BSI rises. 
On the other hand, these attacks be-
come ever more sensational and a bit 
disturbing. This year the German Par-
liament (Bundestag) had its infrastruc-
ture infected and it took months before 
it could be used again. Rumours had it 
that Russian hackers were behind the 
attack. It seems that – as the relation-
ship with Russia is deteriorating – Rus-
sian hackers become more aggressive. 
Finally, while theft of data or simple 
ddos-attacks were the most common 
threat in recent times, now attacks of-
ten lead to the infection of whole IT-in-
frastructures such as several hospitals 
in Germany were attacked and had to 
pay ransom to use their IT again.

Greene: Cyber threats have both 
grown in complexity and been auto-
mated and simplified, but the recent 

trend with the greatest practical effect 
has been targeting of the human ele-
ment. The recent spike in W-2 fraud is 
a good example. In previous years, W-2 
fraud was present, even prevalent, but 
a hacker that wanted a company’s W-2 
information would normally gain ac-
cess to the company’s systems, locate 
the human resources function within 
the network, obtain relevant creden-
tials, and then download, sometimes 
one-by-one, a W-2 for each company 
employee – a time consuming pro-
cess. This year, hackers have leveraged 
the human element by taking out the 
need to gain access to the company’s 
systems. Rather, using “spoofed” e-
mails appearing to come from within 
the company – often from the CEO – 
hackers have simply asked that human 
resources send them all W-2 informa-
tion for company employees, either as 
a scanned document or in a spread-
sheet. The natural human desire to 
help and be efficient works against us 
here. Hackers have leveraged that de-
sire to their benefit. Given the numer-
ous ways a human user can be duped, 
these kinds of attacks will likely prolif-
erate in the future, especially as com-
panies harden their systems to attack 
via additional security hardware and 
software.

Morrissey: One current trend seems to 

be a delay between a network vulner-
ability being created or identified by a 
hacker and the subsequent exploita-
tion of that vulnerability by the hacker. 
We have advised a number of clients 
where this situation has arisen and ap-
pears to be quite common where cy-
ber-breaches in a company’s systems 
are undertaken by ex-employees or 
the company’s suppliers.

Hackers are also exploiting their ability 
to access large amounts of publically 
available data by combining this publi-
cally available data with data obtained 
during a cyber-breach. This enables 
the hacker to create a more detailed 
set of data regarding some or all of the 
individuals who were affected by the 
breach. 

Gered: Today’s biggest cyber-attack 
trends are well-coordinated, concen-
trated cross-border attacks against a 
single specific sector. Thus one can say 
that the current trend is the efficient 
use of (cyber-)criminal resources and 
energies.

What is also apparent is the increas-
ing and increasingly efficient use of so-
cial engineering by cyber-criminals to 
gain access to targeted systems. Rath-
er than breaking in from outside, peo-
ple are manipulated into unknowingly 
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of resistance.

Morrissey: Whilst the financial ser-
vices sector is a high risk industry it 
is also an industry which is generally 
experienced in addressing cybersecu-
rity through the deployment of robust 
organisational and technical security 
measures. Therefore, whilst the poten-
tial reward for a hacker from a success-
ful cyber-attack in the financial services 
sector is high, the prospects of a suc-
cessful attack are low when compared 
to other industries. For this reason 
hackers are now targeting more vulner-
able industries that still provide access 
to valuable data such as credit card in-
formation. These include the comput-
er games industry (as evidenced by the 
PlayStation Network hack in 2014) and 
the IoT industry (as evidenced by the 
Vtech hack in November 2015).

Gered: In Europe, we have seen a few 
concentrated attacks on banks and 
other financial institutions. Apart from 
that, the energy and transportation 
sectors, or more general providers of 
“critical infrastructure” have the high-
est risk of facing a cyber-attack. There-
fore the improvement of cybersecurity 
standards and legislation is one of Aus-
tria’s and the EU’s most intensely pur-
sued project.

carried out by the Regional Centre for 
Studies on the Development of the In-
formation Society (CETIC.br), Brazil has 
over 94 million Internet users. Among 
users with a family income over 10 
minimum wages, 65% acquire prod-
ucts or services on the Internet, and 
among those with a tertiary education, 
this figure is 65%. Among users who 
did not use electronic commerce in the 
12 months prior to the interviews, the 
main reason given is still a preference 
for making purchases in person (61%), 
a percentage that has remained stable 
throughout the survey’s historical se-
ries.

Pegler: Those companies which hold 
the greatest volumes of sensitive data 
– and in particular personal data – have 
the most to lose in the face of a cyber-
security attack. Large, consumer-facing 
organisations (such as banks or those 
in the retail or utilities sectors) are 
therefore victims of frequent attacks. 
However, those players are also the 
most likely to have well-tested, mar-
ket-leading defences in place – mean-
ing it might actually be that mid-sized 
operators (including professional ser-
vices firms) are some of the most vul-
nerable.

Firms should be ready to manage a 
cyber-attack; a well-planned and coor-

dinated response to a cyber-attack will 
be key to mitigating the potential dam-
age that can be caused by such attacks. 
The UK government’s recent ‘Cyber-
security Breaches Survey’, published 
in May 2016, found that two thirds of 
large businesses experienced a cyber-
breach or attack in the past year. The 
survey identified that whilst one in 
four large firms which experienced a 
breach did so at least once a month, 
only half of all firms have taken any 
recommended actions to identify and 
address vulnerabilities. About a third 
of all firms had formal written cyber-
security policies in place and only 10% 
had an incident management plan in 
place. The figures are quite startling, 
and serve to highlight the real threat 
posed by cyber-attacks and the need 
for firms to be prepared.

Lehmann: Firstly, industries that de-
pend on their internet connectivity. 
These are enterprises whose main sell-
ing channel is the internet such as re-
tailers, airlines etc. Secondly, industries 
which gather valuable data such as 
customers’ data including bank data. 
Here the temptation to steal that data 
seems to be irresistible. Thirdly, indus-
tries that thrive on keeping their infor-
mation secret such as defence, phar-
maceutical and chemical industries. Fi-
nally, there are high profile businesses 

in every area who would be a prom-
ising target simply because of the stir 
such attacks cause.

Greene: Any business that maintains, 
licenses, controls or uses personally 
identifiable information (PII) may be 
at risk. Even entities that don’t gener-
ally deal with PII are at risk, for exam-
ple as a target of cyber espionage, ran-
somware, or of a hacker who can gain 
control of the company’s network and 
use it in implementing further cyber-
attacks. 

With the recent move toward electron-
ic medical records and the high value 
of a hacked medical record on the dark 
web, health care providers and their 
service providers are at very high risk 
for attack. A hacked credit card number 
can sell for pennies on the dark web, 
because a credit card number is easily 
changed and the card brands monitor 
continuously for fraud. By contrast, a 
health care record can sell for tens of 
dollars or more, because much of the 
information it contains (e.g., name, 
sometimes social security number, 
etc.) cannot be easily changed, and can 
be easily used to steal a person’s iden-
tity. Because hackers are often profit 
motivated, they will gravitate toward 
those avenues providing the greatest 
amount of value with the least amount 
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Lehmann: While in former times IT 
was often centralised and easier to 
protect, now information and data 
become ubiquitous so that an attack 
could be launched with some purpose 
anywhere. One may use drones to sur-
vey neighbours, tap the things on the 
internet to gather information about 
their owner and invade their privacy 
or compromise wearables to steal its 
wearer’s identity. Thus, the emphasis 
should be on developing technologies 
that have their security built-in and do 
not require their owners’ attention be-
cause no one pays attention to their 
internet-connected watch. 

Greene: Put simply, the future is now. 
Things like self-driving, internet-con-
nected cars are no longer just objects 
of film or imagination. In today’s fast-
paced world, everyday possessions 
such as watches and televisions are 
becoming collectors and repositories 
of personally identifiable information 
– which means they are also becom-
ing vulnerable to attack. With all of this 
emerging technology, product design 
must walk hand-in-hand with cyber-
security. Innovators and cybersecurity 
professionals should be on the ground 
floor working on product development 
together, especially when consumers 
are starting to care as much about se-
curity as they do about the buzz sur-

8. Can you outline the main cyber-
security risks facing the banking & 
finance sector and highlight the nec-
essary risk management steps that 
should be taken?

Lehmann: The first risk is to its custom-
ers who want an easy and comfortable 
way to go about their business, draw 
money or buy and sell stocks. It is now 
commonplace for customers not to ap-
ply the necessary care to safeguarding 
their access data or neglect any duty to 
be attentive if something out of the or-
dinary happens, e.g. the website they 
visit looks a bit different or they are 
asked for data which they should not 
disclose. These customers offer easy 
means by which crooks can get away 
with large sums of money. The second 
risks are to the employees. Again, it is 
a commonplace that attacks are often 
launched through employees that use 
their own memory devices or access 
third party websites through their busi-
ness infrastructure. This, again, opens 
up numerous ways where criminals get 
in and out. Finally, any transaction that 
is completed electronically over the in-
ternet is, in principle, open to attack 
and to any interference to the benefit 
of a third party. Therefore, a high and 
common standard of protection in the 
whole industry is necessary.

Greene: Banks have long been data-
driven entities. This reliance on inter-
connectivity creates risks, however. Al-
though the financial sector generally is 
more mature on a cybersecurity front, 
it also remains a prime target for the 
most sophisticated hackers, including 
organised crime. The recent banking 
hacks involving banks in Bangladesh 
and the SWIFT system bear witness to 
this. To counter this threat, financial 
institutions need not only good secu-
rity infrastructure and policies, they 
also need to plan appropriately for the 
breach and put adequate systems in 
place to detect a breach. If a breach 
is inevitable, then early detection and 
appropriate response are the two best 
tools in mitigating the effects of the 
breach.

9. How is technological innovation 
– such as drones, wearable devices, 
cognitive thinking and the Internet 
of Things – altering the cybersecurity 
landscape?

Barretto: Technological innovation is 
altering the cybersecurity landscape 
to the extent that it brings about a sig-
nificant increase of information sys-
tems and networks but, at the same 
time, an increase of vulnerabilities and 
threats, which results into significant 
consequences in finance, privacy, and 

reputation aspects. This points to the 
urgency of actions towards the estab-
lishment, maintenance, and strength-
ening of a cybersecurity culture. In this 
regard, the challenge of stakeholders is 
to be constantly tempted to innovate 
in data collection, storage and process-
ing practices and security measures, 
including appropriate encryption and 
physical security measures to guard 
against unauthorised access to sys-
tems where information is stored. Digi-
tal security risk cannot be eliminated, 
but it can be managed in such a way as 
to promote and protect economic and 
social activities.

Pegler: These developments are ex-
citing examples of the way in which 
technology is having an ever-increas-
ing beneficial impact on our lives. 
However, devices such as these – and 
the networks, systems and operators 
which stand behind them – rely on 
vast amounts of data in order to realise 
their potential. The increased surface 
area of threat together with the size of 
the data processing required to service 
these devices, and the complexity of 
ways in which the many players in this 
sphere conduct such data processing, 
serve to dramatically increase the op-
portunities for, and the consequences 
of, significant cybersecurity attacks tak-
ing place. 
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day’s global economy that any new de-
velopments will need to take account 
of security concerns in order to be tru-
ly successful. These concerns are no 
longer a secondary issue – they must 
be at the forefront of thinking.

Lehmann: We have to concentrate 
on our ability to be careful and sensi-
ble with our use of IT-devices. In the 
future, we will have to take more care 
because everything is connected and 
may therefore serve as a loophole. 
Also, devices must be developed with 
security as one of the primary objec-
tives. That does not necessarily mean 
that innovation is hampered but has 
to be approached from a different di-
rection. It may very well happen that 
processes that are currently relative-
ly cheap become more expensive in 
the future because security may need 
more money for development and for 
maintaining it. But as we are becoming 
ever more vulnerable because we do 
transfer ever greater parts of our lives 
to the electronic dimension we should 
be prepared to pay the price as we are 
prepared to pay (indirectly by our tax-
es) for the maintenance and security 
of our motorways.

Greene: It is impossible to innovate 
without creating new risks, and the in-
novations surrounding our use of data 

rounding the latest wearable device. 

Certainly, it is no stretch to say that cy-
ber risk tracks technological advance-
ment: further advancement (and there 
will be much more over the next dec-
ade) means increased risk. But, unlike 
the innovations that are just now being 
made available to consumers, cyberse-
curity is by no means a novel issue, and 
stakeholders in every industry need to 
be actively addressing it. 

Morrissey: IoT is a good example of 
technological innovation that has cre-
ated an attractive target for hackers. 
Both manufacturers and customers of 
such technology have historically failed 
to appreciate the security vulnerabili-
ties that exist with connected technol-
ogy. At the same time many devices 
enable the user to upload and store 
data valuable to a hacker and this com-
bination has provided the incentive for 
hackers to exploit the security vulnera-
bilities of IoT. One recent example was 
the Vtech children’s toy hack where 
over 500,000 accounts were compro-
mised. 

Technological innovation in the form 
of IoT and cloud based data storage so-
lutions has also significantly increased 
the risk of a cyber-breach incident 
not only due to the number of access 

points to data, and therefore the num-
ber of potential security vulnerabilities 
that could be exploited by a hacker, but 
also due to the sheer scale of the data 
collected both in quantitative terms 
and qualitative terms. 

Gered: New (inter)connected devic-
es constitute two types of challeng-
es: Firstly, they need to be protected 
against cybersecurity threats, secondly 
they constitute another venue hack-
ers can utilised for attacks against the 
systems, the devices are connected to. 
Proper protection of these devices is 
therefore required not only for the pro-
tection of the devices themselves, but 
also for the protection of any network 
and/or other devices the one device is 
connected to.

However, as history has shown, secu-
rity measures and cyber protection of 
especially consumer devices usually 
do not constitute a high priority of the 
manufacturers or vendors. In their first 
generations such devices therefore 
usually constitute a liability for any 
networks they are connected to. 

As a result it is currently imperative to 
properly protect systems against con-
nected devices. This may pose new 
challenges (or a new angle of challenge, 
depending on one’s point of view) to 

e.g. businesses that have considered 
their Bring-Your-Own-Device prob-
lems solved by implementing techni-
cal measures to prevent illicit copying 
of corporate emails and contact data, 
without hardening their systems as 
such. 

In the long run, however, the gener-
al approach to security of (especially 
portable) networked devices needs to 
be overthought and effective meas-
ures implemented by design.

10. What can we do to combat the 
security risks and challenges created 
by technological innovation? How do 
we balance innovations with cyberse-
curity and privacy risk exposures?

Pegler: A key principle under the in-
coming GDPR is the concept of “privacy 
by design”. The adoption of this idea is 
intended to balance the protection of 
privacy rights with the desire to realise 
the full potential of new and exciting 
technologies. By factoring in and ad-
dressing data security concerns from 
the outset of any new development 
project, stakeholders can ensure that 
appropriate and effective protections 
are put in place without the need for 
obstructive or compromising changes 
later in the design process. It is a symp-
tom of the inter-connected state of to-
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are no different. From a legal perspec-
tive, the two greatest steps a compa-
ny can take to mitigate cyber risk are 
to plan for the inevitable breach and 
focus on the human element of their 
networks. Breach preparedness and 
planning helps not only the company 
but also the consumer, as a timely and 
effective response can help limit the 
effects of identity theft. Addressing the 
human element and building a culture 
of security from the ground up ensure 
that a company’s investment in secu-
rity hardware and software is not eas-
ily undone by an errant click on a mali-
cious link. In this regard, cyber risk is a 
risk like any other. With knowledge and 
focus, it can, and should be, managed. 

11. In an ideal world what would you 
like to see implemented or changed?

Lehmann: In an ideal world, security 
would be the first thing that is consid-
ered when a device is planned or a new 
feature is introduced. We all would ac-
cept that security is costly and time-
consuming and would be willing to 
go along. Business and government 
would work together to achieve new 
levels of security and, at least within 
the EU, we all would work together to 
find common measures to enhance se-
curity. Telecom providers, e.g. would 
do all they can to prevent harmful traf-

fic and identify attackers. The attacked 
businesses would react immediately 
and inform the BSI or the police. The 
police would then have sufficient re-
sources to actually do something about 
it. In such a landscape, any attackers, 
whether they played cyberwar or were 
just criminals, would have a hard time 
finding weaknesses or loopholes 

Greene: In the United States particu-
larly, the patchwork of various state 
and federal laws dealing with cyberse-
curity has led to a dizzying level of com-
plexity that is hard for any company to 
deal with. As more generally accepted 
standards of cybersecurity emerge, a 
single, government-sanctioned stand-
ard would make compliance easier to 
achieve. It would also create a com-
mon language of cybersecurity, that 
wouldn’t be restricted to a specific in-
dustry vertical. In the end, cybersecu-
rity is a question of organisational cul-
ture, and commonality can breed cul-
tural understanding and acceptance 
more easily than the complexity we 
now face.

Morrissey: Cybersecurity is already 
highly regulated so I am sceptical 
about the need for further legislation, 
especially when seen in the context of 
the current UK and European trend for 
outcomes based legislation. The UK al-

ready has a comprehensive framework 
of legislation to address cybersecurity 
and there is more legislation on the 
way in the form of the Network and In-
formation Security Directive. However, 
what does need to be addressed is a 
lack of public awareness about the se-
curity vulnerabilities of new technology 
and services, especially in the realm of 
IoT. This could be addressed by educa-
tional initiatives at both a governmen-
tal level but also at an industry level. 

Gered: Clear and easily implemented 
rules on how companies can improve 
cybersecurity and which minimum re-
quirements they should meet would 
go very far in raising the general stand-
ard of cybersecurity. 

Currently the biggest challenge for 
companies, even in light of the upcom-
ing Network and Information Security 
Directive, is that no rules exist which 
would inform companies of the mini-
mum technical requirements for ad-
equate security. While this is under-
standable in an ever shifting and de-
veloping technical environment, many 
companies shy away from the costs of 
implementing measures of which they 
do not know, whether they are suffi-
cient, too much or too little.
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