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Proposed rules limit how
long lenders can wait to
report acts of cybercrime
By SHEILA LIVADAS

Unless substantially revised or scrapped 
during the comment period that ends 
in a matter of days, new regulations 

will make cybersecurity compliance more 
complex next year for banks, insurers and 
other institutions across New York. Among 
other measures, the proposed rules limit 
how long lenders and other entities can 
wait to report attempts or acts of cyber-

crime to the state.
Though still in draft form and likely to 

spark further guidance from the state once 
the comment period ends, the regulations 
need clarification, some legal experts say.

Issued in September by the state Depart-
ment of Financial Services, the proposed 
cybersecurity regulations require financial 
service entities under the department’s su-
pervision to establish programs and poli-
cies that aim to thwart bad actors, such as 
nation-states and lone wolves, from gain-
ing unauthorized access to their informa-
tion systems. Other facets of the rules re-
quire entities under the department’s super-
vision to conduct risk assessments on their 
information systems at least once a year.

The state has placed a great deal of em-
phasis on the need for cybersecurity reg-
ulations, but some of the language sur-
rounding the rules remains unclear, says 
Paul Greene, partner at Harter Secrest & 
Emery LLP.

“For example, a national-association 
bank that has a trust company authorized 
in New York is under the Department of 
Financial Services’ regs. The open ques-
tion is, to what extent?” says Greene, chair-
man of Harter Secrest’s privacy and data 
security practice group. “Do they have to 
apply the regs to their entire operations 
or just to the trust company portion? And 
does that even matter? Can they split up 
their cybersecurity approach based on busi-
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ness wings?”
Greene says another point needing clari-

fication is whether the regulations’ exemp-
tions based on size or revenue apply to a 
bank as a whole or only to its activities 
regulated by the Department of Financial 
Services, which supervises state-chartered 
banks, foreign bank branches, insurers, 
check cashers and many other types of in-
stitutions.

Amid brazen attacks, cybercrime has be-
come a pressing issue for the banking and 
insurance industries.

According to PricewaterhouseCoopers, 
43 percent of financial services firms re-
sponding to a 2016 survey recently expe-
rienced phishing, still the leading type of 
cyberattack directed at banks, brokerages 
and related service providers. Other kinds 
of cyberwarfare challenging firms’ defenses 
include ransomware—a form of data kid-
napping in which the attacker encrypts the 
victim’s files and then demands payment 
to decrypt them or not publish them—and 
business email compromise, an exploit of-
ten involving fraudulent wire transfers.

As the threats grow, information-secu-
rity spending has skyrocketed 67 percent 
since 2013 at firms responding to the PwC 
survey, which sought participation from fi-
nancial entities not necessarily under the 
jurisdiction of the state’s proposed cyber-
security regulations. Sixty-one percent 
of firms now require their employees to 
complete privacy training, and 41 percent 
plan to boost spending on monitoring and 
testing their third-party partners’ security 
this year.

One key measure in the proposed cyber-
security regulations requires institutions to 
notify the Department of Financial Ser-
vices’ superintendent within 72 hours of 

discovering any cybersecurity event “that 
has a reasonable likelihood of materially 
affecting the normal operation” of a cov-
ered entity or that affects nonpublic infor-
mation. What DFS expects to be report-
ed—and what it does not—“will flesh itself 
out once these regulations are in place,” 
says Curtis Johnson, associate at Bond, 
Schoeneck & King PLLC.

He adds: “The reporting of a cybersecu-
rity event, as defined in these regulations, 
may have no effect on consumers and may 
have no effect on the bank itself. Again, 
the banks are reporting not only success-
ful attempts to breach their systems, but 
unsuccessful attempts.”

Greene, however, takes a more skeptical 
view of the 72-hour reporting requirement.

“In the first 72 hours, there’s a fog of war. 
It’s very unclear what has happened,” he 
says. “Quite often, that’s the window when 
you’re getting forensic on the ground and 
set up to determine the root cause.” 

He adds: “So, much of the reporting is 
going to be based on incomplete, potential-
ly inaccurate information, and one concern 
is, frankly, if financial institutions have to 
report within 72 hours, what use can be 
made of that reporting? Is it FOIL-able? Is 
it discoverable in civil litigation? Or would 
it depend on the circumstance?”

The proposed rules also require covered 
entities to designate a chief information se-
curity officer to implement and oversee cy-
bersecurity. Institutions will likely address 
that requirement in different ways, with 
some naming “someone who is already an 
officer at the company to also be the chief 
information security officer, or they may 
hire for the new position,” Johnson says.

Yet “just anecdotally, from my experi-
ence, many smaller financial institutions 

don’t have CISOs in place and may not be 
able to afford someone who bears the title 
of the CISO,” Greene says. “Certainly, with 
that title comes a certain earning expecta-
tion, and that will certainly be one of the 
largest burdens on small organizations.”

He adds: “The regulations seem to al-
low for outsourcing of the CISO role, and, 
if that is the way the interpretation of the 
regulations goes, that is a good safety valve 
for that burden.”  

As a state-chartered bank under the De-
partment of Financial Services’ supervi-
sion, Genesee Regional Bank is prepar-
ing for the regulations to go into effect, 
says Phil Pecora, president and CEO of 
GRB, which also is regulated by the Fed-
eral Deposit Insurance Corp. To satisfy 
the requirement of having a chief infor-
mation security officer, the bank’s exist-
ing chief risk officer will probably take on 
those responsibilities, depending on further 
guidance the state provides about required 
qualifications, Pecora says.

Still, Pecora wonders whether the 
72-hour reporting window is realistic, 
given that cybercrime is “such a new and 
evolving threat,” he says.

He adds: “You’re going to tend to over-
report rather than underreport just to make 
sure that you’re abiding by the regulations.”

Though Pecora praises the state for rec-
ognizing cybersecurity’s importance, banks 
“are so highly regulated,” he says. “We’re 
still in the midst of sorting through the new 
Dodd-Frank regulation. It’s not so new any-
more, but it’s still complicated and involved.”

He adds: “I guess my caution would be 
government tends to paint with a broad 
brush.”

Sheila Livadas is a Rochester-area free-
lance writer.


