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W
ith most people’s lives becoming 
increasingly digital, the issue of the col-
lection and production of electronically 
stored information (ESI) is appearing 
much more often in litigation. The 
good news is that courts are becoming 
more familiar with the issues associated 

with the collection and production of ESI and are more adept at 
understanding and addressing the unique problems that arise.  

Indeed, new amendments to the Federal Rules of Civil Proce-
dure will go into place shortly, which are intended to solve some 
of the most significant issues that have arisen since the original 
e-discovery rules went into place in 2006. If the amendments 
work as hoped, judges will have more discretion in imposing 
sanctions for e-discovery violations, which previously had made 
the collection and production of ESI a very high-stakes endeavor. 

The bad news is that with the explosion of social media, cloud-
based computing, text messaging, instant messaging and the 
ability of smartphones to gather enormous amounts of data vir-
tually instantaneously, the number of places for ESI to hide has 
increased exponentially. With clients who live their lives and run 
their businesses online and in the cloud, it can be quite challeng-
ing to identify all the sources where relevant data is located.

Moreover, because people are increasingly using cloud-based 
services such as iCloud, Dropbox and online banking, there often 
are questions about who actually owns the data and if it is under 
the clients’ “possession, custody and control.” There are, how-
ever, some practical tips that will allow practitioners to avoid the 
most common pitfalls in the increasingly complicated world of 
collection and production of ESI.

• Begin the process of identifying relevant ESI as soon as 
possible. Previously, the identification of relevant documents 
and information involved a preliminary interview with the cli-
ent to find out where relevant documents are, with follow-up 
interviews as necessary. Today, identifying sources of relevant 
information could involve several discussions with the client as 
the client begins to understand that cloud-based sources of data 
are relevant to the case. Once the relevant cloud-based sources of 
information are identified, it can be complicated and time-con-
suming to negotiate with the cloud provider to secure the release 
of the relevant information.

• Involve the experts early. There will be a strong desire on 
the part of the client to want to collect his or her own ESI. Unless 
the client is highly skilled at using forensic collection techniques, 
this could result in the alteration of the ESI that is collected or 
the under-collection of data, both of which could be a serious 
problem. Not identifying and producing critical data that may 
be subject to discovery demands can result in sanctions, includ-
ing adverse inferences, fines or even the striking of pleadings. 
The safer way to proceed is to hire a trusted vendor who is expe-
rienced in the collection of ESI in a variety of circumstances. 
Doing so will ensure that the data will be collected correctly and 
will give you a neutral third-party witness to testify in the event 
there is a dispute over how the ESI was collected.

• Stay involved in the process. Given the highly technical 
nature of the collection and production of ESI, lawyers can be 

tempted to turn the entire process over to the vendor simply 
because they do not understand what is going on. This can be 
dangerous because most vendors, while highly experienced in 
the technical side of collecting ESI, are not lawyers and are likely 
not to be sensitive to the issues of your particular case. It is bet-
ter to stay involved and ask as many questions as possible so you 
understand what the vendor is doing and why.  

• Cooperate with your adversary. Although it may seem 
counterintuitive in the litigation context, being candid with your 
adversary about what your client has, when you believe you can 
reasonably collect and the cost of doing so can go a long way 
in avoiding unnecessary disputes and expense. It will also put 
you in a better position in front of the judge if the dispute goes 
to court. Many state and federal judges have signed the Sedona 
Conference’s Cooperation Proclamation, and there is a very 
strong presumption of cooperation in the new amendments to 
the Federal Rules of Civil Procedure, as well as in the CPLR and 
the Commercial Part rules.  

• Document the process you use. In the event there is a dis-
pute over the collection and production of ESI, having a docu-
mented protocol will go a long way toward explaining to the 
court what was done — or not done — and why. This documen-
tation can be done in conjunction with the vendor, who should 
already have a protocol prepared before the project starts. Ulti-
mately, however, the practitioner is responsible for what is done 
and not done.

While using these tips will not guarantee that issues will not 
arise with the collection of ESI, they will help the typical practi-
tioner avoid the most common and basic problem areas of the 
process. As the courts become even more familiar with the use 
of ESI in litigation, there will be more guidance from the rules 
and courts as to how to deal with this complicated and confusing 
area of litigation.  

Until then, using these common-sense tips will help litigators 
avoid a serious problem with the collection and production of 
ESI.
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