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HEALTH CARE

New HIPAA Reporting Requirements
This is a follow-up to our article earlier this year relating to recent HIPAA changes. Both articles can be
found on our website at www.hselaw.com.

The federal Department of Health and Human Services on August 24, 2009 issued an interim final rule
("Rule") relating to the new HIPAA changes. This Rule relates to the requirement that HIPAA covered entities 
(including providers and health plans) and their business associates provide notice to various parties in the event 
of a breach (i.e., unauthorized disclosure) of "unsecured protected health information" -- a newly-defined HIPAA 
term. "Unsecured protected health information" is defined as protected health information ("PHI") that is NOT 
secured through the use of a technology or methodology specified in the Rule. Such technologies and methodolo-
gies must render PHI unusable, unreadable, or indecipherable to unauthorized individuals.  

While the Rule is highly technical, the guidance is clear that there are only two primary methods 
to secure PHI: (1) encryption of electronic PHI; and (2) destruction of the media on which the PHI is stored in one 
of the following ways--for paper, film, or other hard-copy records, the materials are shredded or destroyed so that 
they cannot be reconstructed (redaction is not sufficient), and for electronic records, the records are cleared, 
purged, or destroyed such that the health information cannot be retrieved.

If the above methods are followed, then the PHI is considered secured and there is no mandatory reporting 
obligation even if a breach occurs. The new Rule and guidance essentially establishes a "safe harbor" for parties 
that follow it. If you are interested in securing your PHI, you will need to refer to the very specific encryption 
standards that are set forth in the Rule, which can be found at http://edocket.access.gpo.gov/2009/pdf/E9-
20169.pdf.

It is important to point out that "securing" PHI as detailed in the Rule is discretionary, not mandatory. However, if a 
covered entity or business associate fails to secure the PHI then it must comply with the mandatory notification 
requirements if there is a breach of its unsecured protected health information.

If the PHI remains unsecured, in the event of a breach, notification must potentially be made to several 
parties/entities, including the individual(s) whose information was improperly accessed, the government, and the 
media.  Breaches involving the improper disclosure of PHI of 500 or more individuals are considered the most 
serious and would trigger more immediate notification requirements.  A business associate is required to notify the 
covered entity of a breach so that the covered entity can notify affected individuals.

As noted above, this is a new interim Rule from the government. This means that the Rule is effective as of 
September 23, 2009 although the government will accept comments regarding the Rule until October 23, 2009.  
With respect to compliance, the provisions of the Rule are effective and compliance is required for breaches 
occurring on or after September 23, 2009; however, in light of this short time frame the government has decided 
to use its enforcement discretion and not impose penalties for the failure of a party to provide the required breach 
notifications for breaches that are discovered before February 22, 2010.  During this interim period, the govern-
ment still expects entities to comply with the provisions of the Rule.  

Please note that this summary is not an exhaustive discussion regarding the changes to HIPAA, but rather is 
intended to provide an overview of important elements of the new Rule.  

If you have any questions regarding this Rule, please do not hesitate to contact any member of our firm’s Health 

Care Practice Area at (585) 232-6500.  ■
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