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So we’ve got new regulations to follow.  
What’s the big deal? 
∎ This is a new animal 

– First state cyber security regulation based on generalized 
power to regulate an industry 

– Issued “pursuant to the authority granted by sections 102, 
201, 202, 301, 302 and 408 of the Financial Services Law” 

– The words “cyber” and “security” are nowhere in these 
sections, which were passed 2011 with establishment of 
DFS 

– See FTC example:  taking generalized authority and 
expanding it to cover cyber security 
• Has been upheld in federal court. 

– As a matter of state law, it is unclear whether the regulations 
are entirely proper, but a challenge is unlikely 



So we’ve got new regulations to follow.  
What’s the big deal? 
∎ This new animal is a creature of state administrative 

law 
– Who’s in charge?  In the first instance, the Superintendent, 

but in the end effect, the Executive 
– Can change without public debate 
– 45 days notice, with notice and comment period 
– if revised, 30 days notice 
– Emergency regulation = no notice, can be good for 90 days 

and can be extended indefinitely 
– Emergency can concern “public health, safety, or general 

welfare” 



So we’ve got new regulations to follow.  
What’s the big deal? 

∎ This creature of state administrative law has 
international reach 
– 3,000+ Covered Entities ranging from the largest 

international banks to individual insurance brokers 
– Located in NY and around the world 
– Requires Covered Entities to create certain “minimum 

standards” for Third Party Service Providers 
– TPSPs are located around the world:  anyone who 

“maintains, processes or otherwise is permitted access to 
Nonpublic Information through . . . provision of services to 
the Covered Entity” 
 



So we’ve got new regulations to follow.  
What’s the big deal? 
∎ This creature of state administrative law with 

international reach is drawn on a blank slate, 
without any supporting infrastructure 
– Case in point:  72-hour reporting window 
– If a Covered Entity wanted to report a qualifying 

Cybersecurty Incident today, how would it do that? 
– Will there be separate examinations/audits under Part 500? 
– If so, who will conduct those examinations/audits and where 

will DFS find qualified people to do so? 
– Many Covered Entities have never dealt with DFS before 
– DFS doesn’t know who all the Covered Entities are 

 



Main Areas of Legal Concern 

∎ Who is a Covered Entity and how far do the 
regulations reach? 

∎ 72-hour reporting window 
∎ Definition of Nonpublic Information 
∎ Third Party Service Provider Security Policy 
∎ Confidentiality 
∎ Fines/Penalties 



Who is a Covered Entity and how far do the 
regulations reach? 

∎ Covered Entity – effectively anyone under DFS 
regulation under the Banking Law, Insurance Law or 
Financial Services Law 
– Does not address issue of Covered Entity with only one 

part of its business that is DFS regulated 
– Do regulations apply to whole business or only DFS 

regulated part? 
• Does this make a difference, since there is likely only one, 

integrated IT System? 
– Do regulations apply to operations outside of New York 

State? 



Who is a Covered Entity and how far do the 
regulations reach? 

∎ What about exempt mortgage servicers? 
– These are federally chartered banks and credit unions 

servicing mortgages in NYS 
– Exempt from registration requirement, ergo not a Covered 

Entity as defined 
– But Banking Law 590 makes all regulations applicable to 

state-chartered mortgage servicers applicable to “exempt” 
mortgage servicers 

– This bootstraps Part 500 so as to apply it to these “exempt” 
entities 

– Preemption may apply, but who wants to be the first FI to 
bring that case? 



72-hour reporting window 

∎ Cybersecurity Event – staggeringly broad, 
including unsuccessful attempts to access, 
disrupt or misuse an Information System or data 
on such System 
– Does this include firewall denies and IDS/IPS 

activations? 
– Certainly includes every malware attack 
– Not every Cybersecurity Event is reportable, but some 

are, so a Covered Entity will have to have a system in 
place to determine the material Events 



72-hour reporting window 

∎ 72 hours, but thankfully only after a defined 
standard has been met 
– Whenever any other notice required or 

• Reasonable likelihood  
• of materially harming 
• any material part  
• of normal operations 

– Includes unsuccessful attacks 
– How do you scrub through all Cybersecurity Events, which 

could include every firewall deny, to determine whether 
they qualify? 

– No reporting portal yet in place 



Nonpublic Information 

∎ 3 categories 
– Material adverse impact - wildcard 
– PII as defined under N.Y. Gen. Bus. Law § 899-aa, plus 

biometric records 
– Healthcare information 

• Regardless of type of Covered Entity, to whom the info 
applies, or why the Covered Entity has it 

• Puts same burden on a bank in relation to healthcare 
information as it does on a health plan 

∎ Keep in mind, GLBA NPI is not necessarily NYS 
DFS NPI, and vice versa 



Third Party Service Provider Security Policy 

∎ Based on risk assessment – that’s the good thing 
∎ Minimum cybersecurity practices to be met 

– That’s the bad thing 
– When is the minimum ever good enough? 
– 12 references to “minimum” standards in first draft of 

regulations 
– 3 remain, 1 in TPSP section 

∎ Due diligence in vetting/contractual provisions 



Third Party Service Provider Security Policy 

∎ Periodic assessment of TPSPs and TPSP 
Information Security Policy 
– What period will be good enough? 
– Hindsight will be 20/20 

∎ TPSP section will undoubtedly have the broadest 
effect under the regulations 
– Each Covered Entity can have dozens of TPSPs 
– What if they can’t comply? 

∎ 2 year lead time 



Confidentiality 

∎ Regulatory trend toward public disclosure  
– See Massachusetts Public Records Law (M.G.L. c.66) 

(made the state’s Data Breach Notification Archive 
available to the public online) 

– http://www.mass.gov/ocabr/data-privacy-and-
security/data/data-breach-notification-reports.html  
• lists whether data was encrypted or not 
• roadmap for hackers? 

– What kind of public reporting with DFS do? 
– AG already reports annually on breach statistics 

http://www.mass.gov/ocabr/data-privacy-and-security/data/data-breach-notification-reports.html
http://www.mass.gov/ocabr/data-privacy-and-security/data/data-breach-notification-reports.html


Confidentiality 

∎ Section 500.2(d):  All documentation and 
information relevant to the Covered Entity’s 
cybersecurity program shall be made available to 
the superintendent upon request. 

∎ FOILable 
∎ DFS regulations attempted to address the risk of 

FOIL disclosure in Section 500.18 
– added after initial draft 
– confidentiality was clearly an afterthought 



Confidentiality 

∎ Section 500.18:  “Information provided by a 
Covered Entity pursuant to this Part is subject to 
exemptions from disclosure under the Banking 
Law, Insurance Law, Financial Services Law, 
Public Officers Law or any other applicable state or 
federal law” 

∎ There are currently no applicable exemptions from 
disclosure under the relevant laws, only FOIL 
exemptions, e.g., trade secret, IT security 

∎ Yet exemptions are decided by the FOIL officer 
and not ironclad 



Fines/Penalties 

∎ Section 500.20 Enforcement. 
– This regulation will be enforced by the superintendent 

pursuant to, and is not intended to limit, the 
superintendent’s authority under any applicable laws 

– Whatever DFS can already do, they will continue to be able 
to do under Part 500 

∎ Financial Services Law § 408 
– $5,000 fine for intentional fraud 
– $1,000 for any other violation 

∎ The dollar value may be minimal, but the potential 
affects of an investigation are huge 

 
 



And if that weren’t enough 

∎ NY may be the first state to do this, but it won’t be 
the last 
– Colorado has already proposed a set of financial services 

cyber security rules 
∎ Don’t forget your other regulators 

– NY AG is very active in cyber security space 
∎ Don’t forget the other states 

– New Mexico has joined the party – now 48 separate and 
often differing data breach notification laws 
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