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Background/Timeline

∎ Made public on 9/13/16
– 45-day notice and comment period – ended 11/14/16

∎ Revised 12/28/16
– New comment period ended 1/27/17

∎ In effect as of 3/1/17
– Stay tuned for more possible changes

∎ “First-in-the-nation” regulations, covering thousands of 
entities directly, and - - potentially - - tens of thousands 
indirectly

∎ Most other states tend to regulate only breach notification



General Themes

∎ Background of increased cyber risk
∎ Reference to “minimum standards”
– Prescriptive
– But limited (most - - but not all references to “minimum” standards 

removed in revision)
∎ Supposedly risk adapted
– But requires addressing risk in “robust” fashion
– Flexibility, but how much?

∎ Duties for senior management and board
∎ Covered Entities instructed to move “swiftly” and “urgently”



Definitions – Problems/Concerns

∎ Covered Entity – effectively anyone under DFS 
regulation under the Banking Law, Insurance Law or 
Financial Services Law
– Does not address issue of Covered Entity with only one 

part of its business that is DFS regulated
– Do regulations apply to whole business or only DFS 

regulated part?
• Does this make a difference, since there is likely only one, 

integrated IT System?
– Do regulations apply to operations outside of New York 

State?



Definitions – Problems/Concerns

∎ Cybersecurity Event – staggeringly broad, 
including unsuccessful attempts to access, 
disrupt or misuse an Information System or data
on such System
– Does this include firewall denies and IDS/IPS 

activations?
– Not every Cybersecurity Event is reportable, but some 

are, so a Covered Entity will have to have a system in 
place to determine the material Events



Definitions – Problems/Concerns

∎ Nonpublic Information
– 3 categories
• Material adverse impact
• PII as defined under N.Y. Gen. Bus. Law § 899-aa, plus 

biometric records
• Healthcare information

– Regardless of type of Covered Entity, to whom the info applies, or 
why the Covered Entity has it

– Puts same burden on a bank in relation to healthcare information as it 
does on a health plan

– Keep in mind, GLBA NPI is not necessarily NYS DFS 
NPI, and vice versa



Problem Areas

∎ Cybersecurity Program
– Different than Comprehensive Written Information 

Security Program (WISP) required under GLBA?
– Different than WISP requirement under MA law?
– Do we need a separate stand-alone cyber program?
• Does the “C” matter?
• Seems to elevate form over substance

– Not explicitly keyed to a specific framework, but 
generally follows core NIST CSF (identify, protect, 
detect, respond, recover, (+ fulfill reporting 
obligations))



Problem Areas

∎ CISO Requirement
– Does the “C” matter – revisions say no
– At least annual reporting to the board
• Available to DFS (may not be privileged!)
• Report shall

– Assess cybersecurity program generally
– Identify material cybersecurity risks
– Address confidentiality of NPI and security of Information System
– Address material Cybersecurity Events in time period

– Can this be outsourced?  Yes, to an extent.



Problem Areas

∎ Third Party Service Provider Security Policy
– Risk assessment
– Minimum cybersecurity practices to be met

• What is the minimum going to be?
– Due diligence in vetting/contractual provisions
– Periodic assessment of third parties and Third Party 

Information Security Policy
– This will undoubtedly have the broadest effect under the 

regulations
• Each Covered Entity can have dozens of Third Party Service 

Providers
– Two-year lead time



Problem Areas

∎ Multifactor
– Now risk adjusted
– But required for access to internal networks from external 

network, unless alternative approved in writing

∎ Encryption 
– Both at rest and in transit over external networks
– But, now risk adjusted
– But only if “infeasible?”

• Danger of hindsight after a breach
• A compensating control is only sufficient until it isn’t.
• Annual review



Problem Areas

∎ Notice to Superintendent (Cybersecurity Event)
– 72 hours
– Standard:
– Whenever any other notice required or
• Reasonable likelihood 
• of materially harming
• any material part 
• of normal operations

– Includes unsuccessful attacks
– How do you scrub through all Cybersecurity Events, which could 

include every firewall deny, to determine whether they qualify?
– No reporting portal yet in place



Problem Areas

∎ Confidentiality
– Regulatory trend toward public disclosure 
– See Massachusetts Public Records Law (M.G.L. c.66) 

(made the state’s Data Breach Notification Archive 
available to the public online)

– http://www.mass.gov/ocabr/data-privacy-and-
security/data/data-breach-notification-reports.html
• Lists whether data was encrypted or not:  roadmap for 

hackers?



Problem Areas

∎ Confidentiality
– DFS regulations attempted to address the risk of FOIL 

disclosure
• But they arguably failed
• Information provided subject to exemptions under certain other 

laws or FOIL, but no such applicable exemptions (yet) exist
• DFS Covered Entities will have to rely on FOIL exceptions, which 

are not ironclad - - and FOIL officers make mistakes
– All documentation and information relevant to the Covered 

Entity’s cybersecurity program shall be made available to 
the superintendent upon request.
• 23 N.Y.C.R.R. § 500.02



Participant Questions

∎ When must a Covered Entity comply itself as 
opposed to working with Affiliates to comply?

∎ Does each Covered Entity have to certify 
compliance, rather than through Affiliates?

∎ Elaborate on CISO role – executive level?  more 
than one person?

∎ Foreign companies?
∎ More clarity on:  Cybersecurity Event; scope of 

NPI; Risk Assessment process
∎ Industry readiness?
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A Path Forward



Existing Programs and Centralization
• DFS may define some new requirements, or additional 

controls in existing requirements.
• Take advantage of your existing policies, procedures, 

standards and guidelines, wherever possible.
– PCI, FFIEC (also recently updated), NCUA/GLBA, SOX, SSAE16

• Have a single Information Security Policy for all security 
efforts. Do not create standalone policy and standard 
documents.
– One policy for common functions reduces confusion, overhead and 

enables compliance.



Visibility and Ownership
1. Ensure that all tasks derived from the policy are defined and 

owned.
2. Ensure that ownership is documented and understood
Example: Awareness, Training and Testing

1. What department is responsible for conducting and tracking 
training?

2. What are the standards: frequency, timing, delivery, tracking, etc.
3. Who (individual/role) is responsible for testing?
4. Who (individual/role) is responsible for content?
5. Who is responsible for supporting this activity from each 

department?
6. How will this be accomplished (procedures)?



Risk
DFS references the use of risk to determine appropriate control 
implementation numerous times. 
• Assessing risk is therefore a critical factor in understanding 

and applying the right amount of resources. 
• It is also how to establish the organization’s legal position in 

regard to risk appetite and control implementation.
• Risk assessment should be performed using a repeatable and 

recognized process: 
– NIST SP800-53 (Security and Privacy Controls for Information Systems 

and Organizations)
– NIST SP800-30 (Risk Management Guide for Information Technology 

Systems)



Benefits of NIST
• Comprehensive- Eighteen control families 
• Standards-based and industry accepted (including 

functions outside of IT)
• Establishes ownership of roles and responsibilities 

for protecting information
• Provides alignment of terminology used 
• Establishes a system for approvals and corrective 

actions
• Increases visibility into organizational choices



Visualizing the Structure

Policies
Direction

Standards
What needs to be done.

Procedures, Plans and Guidelines
How it is done.



Control Impact and Ownership (1-9)

Policy Impacted Areas

Security IT Audit / 
Complia
nce

HR Facilities
/  

Campus 
Security

Finance 
/ 

Procure
ment / 
Legal

Business 
Office / 
Adminis
tration

Access Control X X X X X X

Awareness & Training X X X X

Audit & Accountability X X X X X X

Security Assessment & 
Authorizations

X X X

Configuration Management X X X

Contingency Planning X X X

Identification & Authentication X X X

Incident Response X X X X X

Maintenance X X X



Control Impact and Ownership (10-18)

Policy Impacted Areas

Security IT Audit / 
Complia
nce

HR Facilities
/  

Campus 
Security

Finance 
/ 

Procure
ment / 
Legal

Business 
Office / 
Adminis
tration

Media Protection X X X X

Personnel Security X X X

Physical and Environment 
Protection

X X X

Planning X X X

Risk Assessment X X X X

Systems and Services Acquisition X X X X

Systems and Communication 
Protection

X X X

Systems and Information Integrity X X X

Project Planning X X X



Action Items
• Inventory existing controls and assess gaps
• Ensure Policy, Standards and Procedures are clearly 

documented and have defined owners
• Ensure deficiencies are addressed in order of 

priority:
– Risk Assessment
– Data Classification
– Governance

• Develop a corrective action plan
• Be prepared to demonstrate progress
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