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SEC Releases New Guidance on
Cybersecurity Disclosure

Recently the Securities and Exchange Commission (the “SEC”) released guidance discussing the disclo-
sure obligations public companies have under federal securities laws regarding cybersecurity risks and 
cyber incidents.  As companies become increasingly dependent on the use of digital technologies, the risk 
and damage caused by cyber attacks have increased.  A company that falls victim to a cyber attack can 
�nd itself facing negative consequences, including the costs associated with an attempt to mitigate the 
damages resulting from the incident, losses from asserted and unasserted claims (including breach of 
warranty, breach of contract and costs associated with product recalls), diminished future cash �ows, 
litigation costs, and reputational damage.  Large companies such as Citigroup, Sony, Google and 
Lockheed Martin have recently had to cope with these issues after falling victim to cyber attacks that 
received signi�cant media attention. The SEC, through its release, attempts to provide guidance to public 
companies regarding their disclosure obligations under federal securities laws in light of such risks or 
circumstances.  The SEC’s guidance does not modify or add to any of the SEC’s current disclosure 
requirements.  Instead, the SEC discusses how public companies should describe cybersecurity matters 
and their potential impacts within the existing disclosure framework, and in particular, as cybersecurity 
matters relate to disclosure regarding risk factors, management’s discussion and analysis (“MD&A”), 
description of the business, legal proceedings, and disclosure controls and procedures.  The full SEC 
guidance can be found at http://www.sec.gov/divisions/corp�n/guidance/cfguidance-topic2.htm.

Risk Factors
The release indicates that companies are required to disclose the risk of cyber incidents when such 
information is integral in determining whether an investment in the company is speculative or risky.  In 
making this determination, a company should consider all relevant information, including prior cyber 
incidents and the severity and frequency of prior incidents; the probability of future cyber incidents and 
the risks and consequences associated with any future incidents; and the adequacy of the preventative 
actions a company has taken when considered in the context of the industry in which that company 
operates.

If the company determines that disclosure is necessary, it must address the nature of the material risks 
and the impact of such risks on the company.  This will vary depending on the underlying facts, but the 
risk factor should include information regarding the aspects of a company’s operations that could attract a 
cyber incident, the potential consequences of a cyber incident, and a description of past material cyber 
incidents, including any material costs, and the risks related to undetected incidents.  Additionally, it is 
possible that a company may need to consider disclosing known or threatened incidents in order to place 
the discussion of risks in the appropriate context.

Management’s Discussion and Analysis of Financial         
Condition and Results of Operations
A company should address cybersecurity risks in its MD&A when the consequences resulting from a 
known or potential cyber threat represent a “material event, trend, or uncertainty that is reasonably likely 
to have a material effect on the registrant’s results of operations, liquidity, or �nancial condition or would 
cause reported �nancial information not to be necessarily indicative of future operating results or �nancial 
condition.”  Furthermore, if a cyber incident has, or is reasonably likely to, lead to material decreases in 
revenue or material increases in cybersecurity or litigation costs, a company should discuss possible 
outcomes – including the amount and expected duration of such costs.

PRACTICE LEADER
James M. Jenkins

jjenkins@hselaw.com

PARTNERS
Jeffrey H. Bowen

jbowen@hselaw.com

Daniel R. Kinel
dkinel@hselaw.com

Tyler J. Savage
tsavage@hselaw.com

Craig S. Wittlin
cwittlin@hselaw.com

ASSOCIATES
Alexander R. McClean
amcclean@hselaw.com

Mark C. Smith
msmith@hselaw.com

PARALEGAL
Diane G. Walker

dwalker@hselaw.com

SECURITIES

http://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm


hselaw.com This publication is provided as a service to clients and friends of Harter Secrest & Emery LLP. It is intended for general information purposes only and 
should not be considered as legal advice. The contents are neither an exhaustive discussion nor do they purport to cover all developments in the area. 
The reader should consult with legal counsel to determine how applicable laws relate to speci�c situations.       © 2011 Harter Secrest & Emery LLP

ROCHESTER________________________
1600 Bausch & Lomb Place
Rochester, NY 14604-2711
585.232.6500

BUFFALO__________________________
Twelve Fountain Plaza, Suite 400
Buffalo, NY 14202-2293
716.853.1616

ALBANY__________________________
111 Washington Ave., Suite 303
Albany, NY 12210-2209
518.434.4377

NAPLES__________________________
5811 Pelican Bay Blvd., Suite 600
Naples, Florida 34108-2711
239.598.4444

2

For example, if a company is the victim of a cyber attack involving the theft of its intellectual property and 
it is reasonably likely that the cyber attack will lead to reduced revenues or an increase in cybersecurity 
protection or litigation costs, then the company should discuss these possible outcomes, including the 
amount and duration of the expected costs if they are material.

Description of Business
It may be necessary for a company to disclose a cyber incident in its “Description of Business.”  A 
company should disclose any incident that materially affects its products and services, relationships with 
customers and suppliers, or competitive conditions.  To determine whether an incident should be 
disclosed, a company should consider the impact of the incident on each of its reportable segments and, 
to the extent such impact is material, discuss the cyber incident and the potential consequences arising 
from the incident.  By way of illustration, if a company has a new product in development and learns of a 
cyber incident that could materially impair the product’s future viability, the incident and the potential 
effect should be discussed to the extent it is material.

Legal Proceedings
A company may need to disclose information regarding a cyber incident in any disclosure regarding 
“Legal Proceedings” if the incident pertains to a material pending legal proceeding.  If such a disclosure is 
required, a company should disclose basic facts about the litigation, including the name of the court(s), 
the date the proceeding was commenced, the parties to the litigation, a summary of the facts underlying 
the litigation, and the relief sought.

Disclosure Controls and Procedures
To the extent that a cyber incident could affect a company’s ability to make its required disclosures, the 
company must consider whether the effectiveness of its disclosure controls has been impaired.  A 
company must disclose any determination that a cyber incident poses a risk to that company’s ability to 
process, keep, and report information that is required to be �led with the SEC.

What to do Now
In light of the SEC’s guidance public companies should:

■ Assess current disclosure and determine what (if any) disclosures should be included in its periodic 
�lings with the SEC with respect to cybersecurity matters.  The process should include discussions 
among the company’s securities law counsel, information technology and security personnel, and 
members of the company’s disclosure committee. 

■ Be prepared in the event of a cyber incident to consider what disclosure may be necessary, including 
whether to �le a current report on Form 8-K to maintain the accuracy of public information in the 
context of a securities offering or for Regulation FD purposes.

■ As part of the company’s disclosure controls and procedures, review the existing process for assessing 
the materiality of cybersecurity events, taking into account that the SEC’s focus on cybersecurity 
disclosures increases the risk that the company may be sued after a cyber event by plaintiffs claiming 
that the related cybersecurity risks were not properly or timely disclosed.

If you have any questions regarding this LEGALcurrents®, please do not hesitate to contact any member 
of our �rm’s Securities Group at 585-232-6500. ■ 


