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“No computer is safe.” 
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Criminal Conviction Analysis 
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Why hack, when you can ask for the data? 

“IRS Warns of New Phishing 
Scheme Involving W-2s” 

 
Source: AccountingToday, March 1, 2016 

 
“The Internal Revenue Service issued an alert Tuesday 
to payroll and human resources professionals to beware 
of an emerging phishing email scheme that purports to 
come from company executives and requests personal 
information on employees.” 
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Why hack, when you can ask for the data? 

“Dangerous W-2 Phishing Scam Evolving; 
Targeting Schools, Restaurants, Hospitals, 

Tribal Groups, and Others” 
 

Source:  IRS Alert issued on February 2, 2017 
 

“This is one of the most dangerous email phishing 
scams we’ve seen in a long time.  It can result in the 
large-scale theft of sensitive data that criminals can use 
to commit various crimes, including filing fraudulent tax 
returns.” 
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Why hack, when you can find the data online? 

∎ “Last week, U.S. Bancorp (U.S. Bank) — the nation’s fifth-
largest commercial bank — warned some of its employees 
that their W-2 data had been stolen thanks to a weakness in 
ADP’s customer portal” 

Source:  KrebsonSecurity, May 3, 2016 

∎ Problem arose when company inadvertently published link 
to ADP portal together with company code for access 
online 

∎ ADP considered KBA (“Knowledge Based Answer”) question 
– but those can be easily “hacked” via open source information 
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Ransomware 

Erie County Medical Center Attack 
∎ Attack occurred in early April 2017 
∎ $30,000 ransom not paid (although likely insured) 
∎ Took several weeks to bring ER and ICU back online 

– Procedures delayed, notes taken by hand 
∎ Took several months to bring entire system back online 

– $10 million cost, 6,000 computers 
∎ Conundrum of re-establishing public trust 
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You May Not Be the (Only) Target 

∎ It’s not just credit cards anymore 
– Often, hackers have a “second victim”: 

“Nearly 70% of the attacks where a motive for the attack is 
known include a secondary victim.  The majority of these 
were not from espionage campaigns (thankfully), but from 
opportunistically compromised servers used to participate 
in denial-of-service (DoS) attacks [see recent IOT attack], 
host malware, or be repurposed for a phishing site.” 
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Equifax 

∎ Announced 9/7/17 
∎ 143 million U.S. consumers affected 
∎ Involved “holy trinity” of PII:  name, DOB, SSN 

– Plus address 
– For some, driver’s license number or credit card number 

were compromised 
∎ Secondary, but real affect on business 

– Disruption, fraud arising from increased incidence of 
identity theft 
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Cybersecurity Regulation - Issues 

∎ Reactive or proactive? 
∎ Prescriptive or risk-adjusted/scalable? 
∎ Punitive or reward-based? 
∎ Overlap or exclusivity? 
∎ Instant obsolescence? 
∎ Realities of the legislative/regulatory process: 

– Political/bureaucratic process 
– Administrative overreach 
– Notice and comment 
– Emergency regulations 
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Cybersecurity Regulation - Elements 

∎ Substantive security requirements 
– State statutes  
– HIPAA (if you have an FSA) 
– FTC “reasonableness” standard 

∎ Breach notification duties 
∎ Fines/Enforcement 
∎ Unwritten rules 
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State Data Breach Notification Laws 

∎ For PII - patchwork state statutes  
– 48 States (NM just joined the party) 
– If a company has PII from all 50 states, the most restrictive rules 

may apply 
∎ The states focus on notification, although some states, e.g., 

Massachusetts, require substantive protection efforts like 
encryption of PII in transit or on laptops/movable storage 
media 

∎ With 48 states, changes occur all the time. 
– Delaware, eff. April 14, 2018 
– Requires “reasonable” data security practices, credit monitoring 
– NY Sen. Bill 7347 – proposes 45 day notification deadline 
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State Data Breach Notification Laws 

∎ State requirements 
– Types of protected data can differ 

• Biometric data (e.g., CT, NC, OR, and WI) 
• E-mail address and passwords (e.g., CA, RI, and now NE) 

– Differing notification deadlines 
• Many statues require that disclosure be made in the most 

expedient time possible and without unreasonable delay 
• But some states impose specific notification deadlines (e.g., 

Connecticut requires disclosure no later than 90 days after the 
breach is discovered) 

• Shortest conceivable deadline is 7 days after consultation with law 
enforcement (Maine) 
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State Data Breach Notification Laws 

∎ What about the unwritten rules? 
– NY AG has stated publically that two-factor 

authentication is a “no-brainer” 
– ID Theft Protection and Credit Monitoring – not always 

required, but a good idea 
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State Data Breach Notification Laws 

∎ Confidentiality 
– Regulatory trend toward public disclosure  
– See Massachusetts Public Records Law (M.G.L. c.66) 

(making the state’s Data Breach Notification Archive 
available to the public online) 

– http://www.mass.gov/ocabr/docs/idtheft/data-breach-
web-report-2017.pdf  
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State Data Breach Notification Laws 

∎ Recent Developments 
– Biometric 

• Protected in IL and several other states 
• DE just amended its data breach notification law to include 

biometric data 
– Effective April 2018 

• As new data PII elements are developed, regulations will 
follow 

– Role of Regulations 
• Federal and State agencies are inferring broad authority to 

regulate cybersecurity from general enabling statutes 
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State Data Breach Notification Laws 

∎ Recent Developments (con’t) 
– Rise of the State AGs 

• AGs enforce against what they see as “unfair” and “deceptive” 
business practices under state “little FTC Acts” 

• Fines can be substantial 
• AGs work together 

– Nationwide settlement 
» 32 AGs working together 
• Role of NAAG 

» $5.5 million 
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The Federal Trade Commission 

∎ Federal Trade Commission — The FTC has taken a very 
aggressive stance concerning cyber issues, going so far as to 
“regulate” not only consumer data, but also how a company 
deals with its employee data 
– There are no “regulations” governing the FTC’s actions 
– Rather, the FTC asserts power under Section 5 of the FTC Act, 

which governs “deceptive” and “unfair” trade practices generally 
• “[U]nfair or deceptive acts or practices in or affecting commerce, are 

hereby declared unlawful.” 15 U.S.C. § 45(a)(1) 
• “The Commission is hereby empowered and directed to prevent persons, 

partnerships, or corporations . . . from using unfair methods of competition 
in or affecting commerce and unfair or deceptive acts or practices in or 
affecting commerce.” 15 U.S.C. § 45(a)(2) 
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FTC Enforcement 

∎ What does the FTC expect you to do? 
– Whatever is reasonable 

• FTC v. Wyndham Worldwide Corp., et al. (DNJ - 2:13-cv-01887-ES-JAD):  
“[T]he contour of an unfairness claim in the data-security context, like any 
other, is necessarily ‘flexible’ such that the FTC can apply Section 5 ‘to 
the facts of particular cases arising out of unprecedented situations’”   

• Reference to “industry standard practices”  
∎ “[FTC standards] can be found in speeches, business 

education, Congressional testimony, articles, blog 
entries, these concepts have been laid out pretty clearly in 
Commission materials, as well as other FTC settlements 
in the data security area” 
– In re LabMD, Deposition of Daniel Kaufman, Deputy Director, 

Bureau of Consumer Protection, FTC, May 12, 2014 
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FTC Enforcement 

FTC: Anatomy of a Data Security/Privacy Investigation and the Future of Privacy, John Jay College, 
Nov. 10, 2011 

Whistleblower  
disclosing results 
of internal audit or 
infosec review?  
New opportunity 
for extortion? 
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FTC Enforcement 

FTC: Anatomy of a Data Security/Privacy Investigation and the Future of Privacy, John Jay College, 
Nov. 10, 2011 
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FTC Enforcement 

∎ What’s next? 
– All indications should point to more FTC enforcement 

actions, but effect of new administration unclear 
– Balance will be between loosening regulations and being 

tough on cybersecurity 
– But the FTC has no cyber regulations, so the FTC could 

increase enforcement efforts without adding new 
regulations 

– Headlines/politics will likely drive enforcement 
– Fines can drive enforcement can drive fines can drive 

enforcement . . . . 
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Identifying Threats 
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Viruses and Network Access 

 

∎ Network Access without authorization 
∎ Transmission of a virus to your network 
∎ Prevention of 3rd party access to your network 
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2-Day Sale! 

 

∎ Employee clicks email link for ski sale 
∎ Inadvertent download of malware 
∎ Malware – Destructive virus software 
∎ Principal sends attachment to large client 
∎ Client sues for $1M (loss of data/economic loss) 
∎ Resolution: $125k for computer forensics 

– $75k for defense 
– $125k for settlement costs 
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Cyber Delay 

 

∎ Design firm experiences a server malfunction  
– Limited access to network and email 

∎ Clients and Subs cannot communicate or access critical 
design data 

∎ Client sues for $750,000 in damages from project delays 
∎ Resolution: $150k for settlement and $50k for defense 
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Confidential Business Information 

 

∎ CONFIDENTIAL BUSINESS INFORMATION means any 
printed or digital non-public third party business 
information…that cannot be lawfully obtained or known by 
the general public…that are provided to the INSURED by a 
third party. 
– Examples:  drawings, designs, customer requirements and 

specifications, financial information, trade secrets, customer lists, 
and marketing plans 
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Contractual Obligation 
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Tom & Lisa’s Dog Groomers 

∎ Small Engineering Firm 
– Employee contract awareness 

∎ Social Media Policy 
– New employees 

∎ Consequences 
– Breach of Contract 
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Contractual Obligation 
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Confidential Information Breach 

∎ Unauthorized disclosure of Non-Public Personally 
Identifiable Information(PII) 
– Name, Address, SSN, Telephone Number, Email Address 

∎ Confidential Business Information 
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∎ Ransomware computer virus 
∎ Stolen laptop or USB drive 
∎ Stolen paper files 
∎ Hacked email account 

– Password reuse 
– Phishing attack 

∎ Billing information sent to wrong 
customers (e.g., spreadsheet sorting 
error) 

∎ Email sent to wrong address with 
customer data 

∎ Employee misuse of customer data 

Data Breach Incidents Affecting Small Businesses 

- Beazley Insurance Company, Inc. 
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 Social engineering techniques can be used to manipulate others 
into performing actions or divulging confidential information (i.e. 
tricking an individual into revealing his or her password). 
• Pre-texting 

• Phishing, spear phishing and whaling 

• Trojan horse 

•Quid pro quo 

 
 

 

Social Engineering and Fraud 
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Techniques to avoid Social Engineering attempts: 
• Never give out your personal information simply because someone, no 

matter how convincing, asks for it.  IT personnel should never ask for 
your password. 

• Never click on links in the e-mails you receive if you have any doubt 
about the sender.  

• Never respond to an e-mail, even to unsubscribe or opt out, if you have 
any doubt about the sender.  

• Never open an attachment to an e-mail if you have any doubt about the 
sender. 

Social Engineering and Fraud 



Top 10 Passwords Discovered in  
Data Breaches in 2016 

1. 123456 
2. password 
3. 12345678 
4. qwerty 
5. 12345 

 

36 

6. 123456789 
7. football 
8. 1234 
9. 1234567 
10. baseball 

 



Password Protection 

∎ When to lock your 
computer? 

∎ How often to change 
passwords? 

∎ Where to store 
passwords? 

∎ Password protect all 
devices? 
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How bad is it? 
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Encryption 

 

∎ Translation 
∎ You and your recipient hold the only keys 
∎ Regulatory Compliance – “reasonable practice” 
∎ Apple Mail - plugin 
∎ Microsoft Outlook - plugin 
∎ Sharefile – secure file sharing and transfer service 

39 



40 



Information Security Policy 

 

∎ Classify data and limit access 
∎ Funds Transfer Chain of Command 
∎ Termination protocol  

– Change passwords 
∎ Ensure all computers have recent anti-virus software 
∎ Training 
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Do I have insurance for cyber exposures? 
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‘Cyber’ Liability Insurance - PL 
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Some PL Add-On Coverages 
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Full Cyber Liability Insurance Policy 
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Thank you! 
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This presentation is provided as a service to clients and friends of Harter Secrest & Emery LLP. It is intended for general information purposes only and should not 
be considered as legal advice. The contents are neither an exhaustive discussion nor do they purport to cover all developments in the area. The reader should 
consult with legal counsel to determine how applicable laws relate to specific situations. Attorney Advertising. Prior results do not guarantee a similar outcome. 

Poole Professional Companies 
Professionals Serving Professionals 
Your Specialized Professional Liability Agent  

in New England and Upstate New York 
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