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The Importance of HIPAA Training: Preventing Criminal 
Prosecution
This true story serves as an important reminder to HIPAA Covered Entities that compliance and training efforts 
are essential to avoiding criminal prosecution.  

On July 10, 2009, the U.S. Attorney’s Of�ce and the FBI announced the outcome of their recent joint HIPAA 
investigation which involved St. Vincent’s In�rmary Medical Center (the “Hospital”) in Little Rock Arkansas, 
two of its employees, and a physician with privileges at the Hospital. The physician and the two Hospital 
employees plead guilty to misdemeanor HIPAA charges.  

The story starts when the Hospital discovered that its two employees and the physician accessed a patient’s 
medical records without authorization. The patient, a local television anchor, was being treated at the Hospital 
following a severe beating. News of the beating received media coverage and, as a result of the news reports, 
the three accessed the medical records to determine if the news reports were accurate.

Upon learning of the unauthorized access, the Hospital launched an investigation. All three individuals admitted 
that they had no legitimate reason for reviewing the patient’s medical records. As a result, the Hospital summarily 
�red the two employees and revoked the physician’s privileges.

News of the �rings reached the media and resulted in the joint government investigation, which led to the three 
violators each pleading guilty to a misdemeanor HIPAA violation. The charge carries with it a maximum of one 
year in jail and a �ne of up to $50,000 for the infraction.

No charges were �led against the Hospital because the Hospital had trained the three individuals regarding 
the HIPAA privacy rules and responded to the HIPAA violations once they were discovered. 

This story demonstrates the bene�t of establishing and executing a HIPAA compliance program, which includes 
the requirement that all employees receive proper training. Such preventative measures can save a HIPAA 
Covered Entity from potential �nes and penalties. Additionally, this story should remind employees that a HIPAA 
violation can result in more than just employee discipline.  

Recent changes to HIPAA under the HITECH Act of 2009 reinforce the outcome of this story. The Act amended 
the HIPAA penalty provisions by providing that employees who violate HIPAA will be subject to monetary penalties 
and criminal prosecution.

In summary, review your HIPAA compliance program; diligently train new employees and periodically re-train 
current employees; document those training efforts; and respond immediately to the discovery of a HIPAA 
violation.

Should you have any questions regarding your HIPAA compliance program and your training and documentation 
efforts, please feel free to contact any member of our Health Care Practice Area. ■
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