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THE NEW YORK SOCIAL SECURITY NUMBER 
PROTECTION LAW
On September 26, 2006, Governor Pataki signed a bill into law in response to the significant 
role that social security account numbers (“SSNs”) play in identity theft. The law becomes 
effective on January 1, 2008.  The new law is intended to have widespread impact in 
protecting the privacy and integrity of SSNs. 

All persons, firms, partnerships, associations, and corporations are covered by the law. The 
law does not apply to the state or its political subdivisions.

The law specifically prohibits the following actions: 

■ Making SSNs publicly available;

■ Printing SSNs on any card or tag required to access products, services, or benefits;

■ Requiring transmission of SSNs over non-secure internet connections;

■ Using SSNs as the password for an internet site, without additional authentication 
requirements; 

■ Printing SSNs on materials mailed to an individual unless required to by law or the 
inclusion of the SSN is specifically allowed in the mailing. Examples of mailings that 
may contain SSNs are application or termination materials (for employment or 
accounts) or documents to confirm the accuracy of an SSN. Any permitted mailing 
containing an SSN must always be placed in an envelope.  

A social security number is defined to include the number issued by the federal Social 
Security Administration and any number derived from that number. It does not include a 
number that is encrypted. The last four digits of a social security number are included in this 
definition.  

While SSNs may still be used internally for legitimate and necessary business purposes, 
businesses should take steps to ensure that safeguards are in place to preclude unauthor-
ized access to SSNs and to protect the confidentiality of SSNs. The new law does not 
require that any specific protection procedures be in place.

The prohibitions under this law may not be waived by employees or consumers. 
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Enforcement will be carried out by the New York State Attorney General. A court may impose 
a maximum fine of $1,000 for a single violation, and a maximum fine of $100,000 for multiple 
violations resulting from a single incident. If there is a subsequent violation, the maximum fine 
is $5,000 for a single violation, and $250,000 for multiple violations resulting from a single 
incident. There will be no violation if it can be proven that the incident was unintentional and 
was the result of an error that occurred despite procedures in place to avoid that type of error.

RECOMMENDATIONS

■ Identify any areas where an employee or customer is required to use or submit his/her 
SSN.

■ Ensure that processes are in place to protect the confidentiality of stored SSNs and 
prevent unauthorized access to stored SSNs.  

■ Ensure that cards used by employees or customers for ID, health insurance, or other 
purposes do not reference their SSNs. 

■ If employees or customers must access information on the internet using an SSN or any 
variation of the SSN, ensure that they must also enter a password, PIN, or other authen-
tication code when entering their SSN.

■ If employees or customers must transmit their SSNs over the internet for application or 
employment purposes, ensure that all transmissions are encrypted or are done via a 
secure website. 

■ Ensure that any mailings including SSNs require the use of the SSN for business 
purposes and not purely for identification. 

■ Do not ask for an SSN if it is not necessary.

If you have any questions regarding this memorandum, please contact a member of our Corporate 
Practice Group.
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